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1 Harbour Radio Pty Ltd v Trad (2012) 86 ALJR 1256.

2 The facts set out hereafter are a summary of the Court’s findings: Harbour Radio Pty Ltd v Trad (2012) 
86 ALJR 1256, 1260-1.

3 Harbour Radio Pty Ltd v Trad (2012) 86 ALJR 1256, 1259. The Defamation Act 2005 (NSW) only 
applies to publications made after 1 January 2006: see Defamation Act 2005 (NSW) sch 4 cl 2.

On 5 October 2012, the High Court of Australia delivered judgment in the defamation case 
of Harbour Radio Pty Ltd v Trad.1

The Facts2

In December 2005, a number of riots took place in various locations across Sydney. The riots 
involved a series of sectarian clashes between Australian Muslims and Australians of Euro-
pean descent. The riots became known as the ‘Cronulla Riots’ - Cronulla being the suburb in 
which the first of the riots took place.

On 18 December 2005, approximately one week after the Cronulla Riots, Mr Keysar Trad, a 
spokesman for the Muslim community in Australia, attended and delivered a speech at a rally 
in Hyde Park in Sydney. The rally was attended by approximately 5,000 people including rep-
resentatives of the media. In his speech, Mr Trad attributed part of the blame for the Cronulla 
Riots to 2GB, which is a radio station owned by Harbour Radio Pty Limited (a subsidiary of 
Macquarie Radio Network Limited). Mr Trad accused 2GB and ‘those racist rednecks in tab-
loid journalism’ of being ‘the mouthpiece of the Howard government’, for mustering ‘5000 
people filled with hatred’ to participate in the Cronulla Riots and for causing suffering to the 
Muslim community in Australia more generally.

The following morning, Mr Jason Morrison, a presenter on 2GB, hosted, and 2GB broadcast, 
a segment which lasted for eleven minutes and which purported to respond to the com-
ments made by Mr Trad the previous day (the Broadcast). Mr Morrison described Mr Trad 
as a ‘disgraceful individual’ and a ‘well-known apologist for the Islamic community spewing 
hatred and bile at anyone who did not agree with [his] philosophies and principles including 
this radio station’.

Procedural history
As the Broadcast was made before 1 January 2006, Mr Trad commenced a proceeding against 
2GB in the Supreme Court of New South Wales under the Defamation Act 1974 (NSW) rather 
than the Defamation Act 2005 (NSW).3 Mr Trad alleged that the Broadcast conveyed imputa-
tions which were defamatory of him. 2GB raised a number of defences, including substantial 
truth, contextual truth, fair comment and qualified privilege at common law.

Talk Back - High Court 
Weighs in on ‘Reply to 
Attack’ Qualified Privilege
Sophie Dawson & Ben Teeger take a look at a 
recent decision by the High Court of Australia 
which considered the scope of the common law 
defence of ‘reply to attack’ qualified privilege 
in respect of defamatory statements made as a 
form of self-redress.
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4 Trad v Harbour Radio Pty Ltd [2009] NSWSC 750 (McLellan CJ at Common Law).

5 Trad v Harbour Radio Pty Ltd (2011) 279 ALR 183.

6 Harbour Radio Pty Ltd v Trad (2012) 86 ALJR 1256, 1271–5 (Heydon J).

To be protected by the ‘reply to attack’ 
qualified privilege, journalists and 
media organisations should frame 
any reply to an attack such that it is 
commensurate with, relevant to and 
sufficiently connected with the attack

The jury found that eight of the imputations were conveyed in the 
Broadcast and were defamatory of Mr Trad. The imputations found 
to be defamatory were that Mr Trad:

(a) stirred up hatred against a 2GB reporter, which caused the 
reporter to have concerns about his own personal safety;

(b) incites people to commit acts of violence;

(c) incites people to have racist attitudes;

(d) is a dangerous individual;

(g) is a disgraceful individual;

(h) is widely perceived as a pest;

(j) deliberately gives out misinformation about the Islamic com-
munity; and

(k) attacks those people who once gave him a privileged position.

However, on 31 July 2009, Chief Judge at Common Law McClel-
lan dismissed Mr Trad’s claims with costs.4 His Honour upheld 2GB’s 
defence of qualified privilege for all imputations on the basis that the 
defamatory imputations conveyed during the Broadcast fell within the 
‘reply to attack’ category of that defence. ‘Reply to attack’ privilege 
permits defamatory statements to be made as a form of self-redress.

Mr Trad appealed the primary judge’s decision to the Court of Appeal 
of the Supreme Court of New South Wales on the applicability of 
the ‘reply to attack’ qualified privilege. On 22 March 2011, Justices 
Tobias, McColl and Basten unanimously reversed the decision of the 
primary judge in part.5 Their Honours found that the defence of 
qualified privilege should not have applied to imputations (c), (h) 
and (k).

2GB applied for special leave to appeal part of the decision of 
the Court of Appeal to the High Court of Australia. 2GB sought 
to have the primary judge’s initial finding on qualified privilege 
restored in respect of imputations (c), (h) and (k). Mr Trad sought 
to file a notice of cross-appeal, arguing that the defence of quali-
fied privilege at common law was not available as the Broadcast 
was actuated by malice. Mr Trad also sought to have the defence 
of qualified privilege rejected for imputations (a), (b), (d), (g) and 
(j).

Decision

On 5 October 2012, a majority of the High Court of Australia:

2GB (imputations (a), (b), (c), (d), (g) and (j)) were protected by 
the ‘reply to attack’ qualified privilege at common law, but that 
imputations (k) and (h) were not; 

Appeal for re-consideration of the substantial and contextual 
truth defences; and

Justice Heydon, in dissent, dismissed the appeal on the basis that 
2GB had been actuated by malice as it had been reckless to the truth 
of imputation (a).6
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plaintiffs should consider leading 
evidence which directly demonstrates 
that the defendant knew that their 
response was untrue (or were reckless 
as to its truth) at the time the reply to 
the initial attack was made

‘Reply to attack’ qualified privilege

Justices Gummow, Hayne and Bell (in a joint judgment), held that 
the ‘reply to attack’ qualified privilege at common law is available 
where a response to an attack is:

with the attack; and

malice.

Their Honours found that a response may be ‘sufficiently con-
nected’ with an attack by reference to the content of the attack, 
the credibility of the attack or the credibility of the attacker.7 Justice 
Kiefel reached the same decision as their Honours but wrote a sepa-
rate judgment. Her Honour found that the proportionality of the 
response only goes towards the issue of malice and not towards the 
issue of relevance.8

In addition, the response must be made in the discharge of a public 
or private duty or pursuant to an interest. In this case, the majority 
held that 2GB had an interest in publishing defamatory material to 
the general public in response to the public criticisms Mr Trad had 
made of it, and that the general public had an interest in receiving 
2GB’s response.9

The majority found that Mr Trad had not discharged his onus of 
proving that imputation (a) was actuated by malice, as he failed to 
lead evidence which directly demonstrated 2GB’s state of mind at 
the time the Broadcast was made.10 In the circumstances, it could 
not be said that 2GB knew that the facts which conveyed imputa-
tion (a) were untrue, or alternatively, were reckless as to its truth.

Substantial and contextual truth

The majority considered the test to be applied in considering whether 
material is defamatory and whether it is true. Their Honours pre-
ferred the approach of considering the truth defence by reference to 
‘an audience composed of ordinary decent persons, being reason-

able people of ordinary intelligence, experience and education who 
brought to the question their general knowledge and experience of 
worldly affairs’, which they considered to be the approach taken in 
Radio 2UE Sydney Pty Ltd v Chesterton (2009) 238 CLR 460.11 The 
majority emphasised that the ‘right thinking person’ test tradition-
ally applied seeks to eliminate extreme views and ‘may be seen as a 
benchmark by which some views would be excluded from consider-
ation as unacceptable’, rather than requiring application of a moral 
or ethical standard.12

Given the partial success of both parties, the Court made no order 
as to the costs of the appeal and cross-appeal.

Implications 
The decision suggests that:

-
nalists and media organisations should frame any reply to an 
attack such that it is commensurate with, relevant to and suf-
ficiently connected with the attack. In considering any reply, 
thought should be given to whether the attack was public, 
and whether a public response will be commensurate with that 
attack. The reply must also be bona fide for the purpose of 
vindication and not actuated by malice.

common law on the ground of malice, plaintiffs should con-
sider leading evidence which directly demonstrates that the 
defendant knew that their response was untrue (or were reck-
less as to its truth) at the time the reply to the initial attack was 
made.

Sophie Dawson is a partner and Ben Teeger a lawyer in 
the Technology, Media & Telecommunications team at 
Ashurst. The views expressed in this article are the views 
of the authors only and do not represent the views of any 
organisation.

7 Harbour Radio Pty Ltd v Trad (2012) 86 ALJR 1256, 1265–6 [33]–[35].

8 Ibid.

9 Harbour Radio Pty Ltd v Trad (2012) 86 ALJR 1256, 1263–4 [26], 1266 
[36] (Gummow, Hayne and Bell JJ), 1282 [128]–[129] (Kiefel J).

10 Harbour Radio Pty Ltd v Trad (2012) 86 ALJR 1256, 1267 (Gummow, 
Hayne and Bell JJ), 1286 (Kiefel J).

11 Harbour Radio Pty Ltd v Trad (2012) 86 ALJR 1256, 1268 [54]–[56] 
(Gummow, Hayne and Bell JJ), 1287 [154] (Kiefel J).

12 Ibid.
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Australian carriage service providers (CSPs) are currently not required 
to retain metadata associated with telecommunications services gen-
erally, for law enforcement or national security purposes. While it is 
usual for such data to be routinely retained by a CSP for business 
purposes (for example, billing, marketing and network monitoring 
purposes), associated storage costs mean that it will be deleted if no 
longer required. However certain metadata, such as the details of Uni-
form Resource Locators (URL) visited, is not likely to be retained for 
business purposes and therefore would be deleted immediately.

The Government has raised the possibility of introducing a European 
Union (EU) style telecommunications data retention regime with, “tai 
lored data retention periods for up to 2 years for parts of a data set, 
with specific timeframes taking into account agency priorities, and 
privacy and cost impacts”1 (the data retention proposal). Although 
the term “telecommunications data” is not defined in Australian leg-
islation, the extrinsic materials suggest that it may mean the metadata 
associated with telecommunications services. Despite a lack of further 
detail on the Government’s proposal – there is no draft legislation and 
no clear indication has been given as to the scope of the relevant data 
set - the issue has nevertheless ignited considerable debate on the 
merits and necessity of a data retention regime in Australia.

Inquiry by the Parliamentary Joint Committee on 
Intelligence and Security
In July 2012 the Government asked the Parliamentary Joint Committee 
on Intelligence and Security (PJCIS) to consider a package of potential 
reform of national security legislation. The Attorney General’s Depart-
ment released a discussion paper to accompany the relevant terms of 
reference and describe the reform proposals (the discussion paper).2 
The discussion paper set out 18 proposals which were divided into 
3 categories: those the Government wished to progress; those the 
Government is considering; and those on which the Government is 
seeking the views of the PJCIS.

The data retention proposal is included in the package of reform of 
the Telecommunications (Interception and Access) Act 1979 (Cth) (the 
TIA Act). At this stage the Government is only seeking the views of 
the PJCIS on the data retention proposal. Public submissions were 
sought by 20 August 2012. At the time of writing the PJCIS’ report is 
yet to be tabled in Parliament.

Telecommunications data
Neither the discussion paper, nor any other documents available at 
the time of its release, provides adequate details and discussion of the 
nature of the data to be retained. As noted above, telecommunica-

Telecommunications Data Retention: 
A Step in the Right Direction?
Lisa Hill and Jessica Childs take a brief look at Australia’s potential 
telecommunications data retention laws, which may form part of the 
Government’s next package of reform of national security legislation.

tions data is not defined in either of the Telecommunications Act 1997 
(Cth) or the TIA Act, although the concept is relevant to these laws.

It is generally understood that telecommunications data refers to com-
munications metadata; that is, information about a communication 
other than the content or substance of a communication, such as 
subscriber data (name and address) and traffic data (date, time, loca-
tion and duration). However the scope of this information is not clear. 
In particular, it is not clear if, or to what extent, this information would 
include the URLs of websites visited by the customers of a CSP.

Statements made by the Attorney General, following the release of 
the discussion paper, have attempted to clarify the meaning of tele-
communications data in the context of the data retention proposal. In 
a letter to the Chair of the PJCIS, the Attorney-General stated that the 
proposal does not include the retention of the content of a communi-
cation but rather the “information about the process of a communi-
cation” such as “the identity of the sending and receiving parties and 
related subscriber details, account identifying information collected by 
the telecommunications carrier or internet service provider to estab-
lish the account, and information such as the time and date of the 
communications, its duration, location and type of communication”.3 
The Attorney-General has further clarified that this type of data does 
not include the content of phone calls, emails, “tweets” or posts,4 nor 
does it include records of website visits.5

So, will the details of URLs visited be considered ‘telecommunications 
data’ for the purposes of the data retention proposal? The Govern-
ment has previously reported that the general practice under the 
TIA Act has been that URLs will be telecommunications data “to the 
extent that they do not identify the content of a communication”.6 
This approach is consistent with that proposed in the UK and under 
the EU data retention provisions. However, at the Senate Estimates 
hearings in October 2012, the Attorney-General’s Department stated 
that in the context of the data retention proposal, data would not 
include records of web browsing and would not include URLs.7 There 
is some merit in this approach given the large volume of data that 
could be generated from the retention of such information (being 
data which would not usually be retained by CSPs) and the fact that it 
may be otherwise accessible via generally available analytics tools.

Data retention periods
It is critical to understand why the Government is considering a two 
year data retention period, and whether this is likely to be effective in 
ensuring that law enforcement agencies have adequate opportunity 
to protect Australians against future telecoms and online communica-
tions threats, in view of privacy concerns and the heavy compliance 
cost burden on CSPs.

1 Attorney-General’s Department, Equipping Australia Against Emerging and Evolving Threats, July 2012, p. 10.
2 Ibid.
3 Attorney-General’s letter to Anthony Byrne MP, Chair of the PJCIS, undated, received by the PJCIS on 19 September 2012, p. 1.
4 N Roxon, Letter to the editor—Herald Sun, media release, 7 September 2012, viewed 7 January 2013, http://www.attorneygeneral.gov.au/Media-releases/
Pages/2012/Third%20Quarter/7-September-2012-Letter-to-the-editor-Herald-Sun.aspxhttp://www.attorneygeneral.gov.au/Media-releases/Pages/2012/
Third%20Quarter/7-September-2012-Letter-to-the-editor-Herald-Sun.aspx 
5 R Epstein, Transcript of interview on ABC 774 Melbourne with Rafael Epstein and Joe Hockey, transcript, ABC Radio, 5 September 2012, viewed 7 January 
2013, http://www.attorneygeneral.gov.au/Transcripts/Pages/2012/Third%20Quarter/5September2012-TranscriptofinterviewonABC774MelbournewithRafaelE
psteinandJoeHockey.aspx
6 Attorney General’s Department, Telecommunications (Interception and Access) Act 1979 – Annual Report for the year ending 30 June 2011, p. 6.
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The Attorney-General’s Department’s own advice on this issue was 
“to limit the non-content data retention requirement to a short period 
(6 months) unless there is strong evidence relevant to Australia of the 
utility of a longer period” before engaging in public consultation on 
a data retention proposal of up to two years. This recommendation 
is set out in a preliminary privacy impact assessment of the proposed 
reforms to the TIA Act that was conducted by Information Integrity 
Solutions and submitted to the department in December 2011.8

The Attorney-General’s stated rationale for the data retention pro-
posal (as part of a wider reform of national security legislation) is that 
the capabilities (systems, methods and tools) and powers of Australia’s 
law enforcement and security agencies need to keep pace with cyber 
enabled crime and threats to national security.9 Changing technol-
ogy and business practices mean that less telecommunications data is 
now being retained by CSPs as a matter of usual business practice.10 
Accordingly, law enforcement and intelligence agencies claim that 
they cannot always access the data they need for investigations and 
that a longer retention period by CSPs would significantly increase 
their ability to operate in a digital environment as effectively as many 
criminals do now.11

Not surprisingly the data retention proposal has been met with sig-
nificant resistance from CSPs. CSPs would ordinarily delete most com-
munications data after they have completed their internal business 
processes, as such information is not currently required to be kept for 
law enforcement or national security purposes. Data storage costs and 
security concerns are their primary concerns. Similarly, consumer and 
user groups have also expressed privacy concerns, in relation to data 
security and privacy. For example, Electronic Frontiers Australia has 
expressed concerns about an “unprecedented threat that [proposed 
data retention requirements] would represent to the right to privacy 
of all Australians”.12 It is also not clear that any changes to the TIA Act 
in recent years have led to any great success measured in convictions 
per warrant issued.13

In relation to the length of the retention period, while the Government 
may have provided some rationale for data retention, to date there 
has been no discussion on whether a 2 year retention period would be 
appropriate for Australia. In relation to the issue of law enforcement’s 
ability to access the data they need for investigations, there does not 
appear to be any publically available source in which, for example the 
Australian Federal Police, detail what proportion of their large number 
of requests for communications data were unsuccessful due to the 
data no longer being available from CSPs.14 Understanding the scale 
of the issue for these agencies is difficult.

It would appear that the Government’s justification for an Australian 
data retention regime relies heavily on the data retention directive 
for EU member states. The EU has had a data retention regime since 
2006. Directive 2006/24 requires EU member states to oblige pro-
viders of publically available electronic communications services or of 
public communications networks to retain traffic and location data for 
between six months and two years, for the purpose of the investiga-
tion, detection and prosecution of serious crime.15 However, it is ques-
tionable as to whether the EU regime has been successful in making 
the dent in serious or organised crime that the EU had intended.

In a 2011 review of Directive 2006/24 by the European Commission, 
the ‘Evaluation report on the Data Retention Directive’ reported that 
quantitative evidence provided by EU member states regarding the 
age of retained data showed that around ninety percent of the data 
is six months old or less and around seventy percent three months old 
or less, when the initial request for access is made by law enforcement 
authorities.16 Most of the EU member states who had transposed 
Directive 2006/24 into local law had opted for retention periods of 
less than 2 years (mainly 6 months to 1 year).17 The report also found 
that the Romanian Constitutional Court in October 2009, the German 
Federal Constitutional Court in March 2010 and the Czech Constitu-
tional Court in March 2011 annulled the laws transposing Directive 
2006/24 into their respective jurisdictions, on the basis that they were 
unconstitutional.18

The EU data retention experience raises serious questions as to 
whether Australia should be using principles from this EU regime, as 
an example of an effective method of data retention. The Govern-
ment needs to analyse the effectiveness of both the EU regime and 
the proposed Australian regime, if the changes proposed are to be 
consistent with evidence-based policy approaches.

Next steps
With a federal election date of 14 September 2013 now locked in, 
there is no certainty that the PJCIS’ report, including the Committee’s 
views on the data retention proposal, will be tabled in Parliament this 
year. Given the Government’s recent release of a new national security 
strategy package, it is also doubtful that any draft national security 
reform legislation could be published before the election. Therefore, 
national security reform legislation, with data retention provisions, is 
not likely to pass through the current Parliament. 

With the Coalition unlikely to oppose the data retention proposal 
in principle, if such legislation enacted in a future Parliament then it 
would be more efficient for CSPs to pass on any associated costs of 
implementing the regime to the customer, rather than have the Gov-
ernment foot the bill. As a result, CSPs will need to consider how to 
manage their customer relationships when passing on such costs.

Lisa Hill is Special Counsel at Webb Henderson. Jessica Childs 
is Corporate Counsel at Optus. The authors would like to 
thank Dr Rob Nicholls of Webb Henderson for his assistance 
with this paper.

The views expressed in this article are the views of the 
authors only and do not represent the views of any 
organisation.

Despite a lack of further detail on 
the Government’s proposal the issue 
has nevertheless ignited considerable 
debate on the merits and necessity of 
a data retention regime in Australia

7 Senate Hansard, Legal and Constitutional Affairs Legislation committee, Estimates, 16 October 2012, p. 90
8 Information Integrity Solutions, Privacy Impact Assessment - Preliminary Report – Telecommunications (Interception and Access) Act 1979 Reform, December 
2011, p. 12. Released publicly for the first time in August 2012 under freedom of information laws.
9 Attorney-General’s Department, Equipping Australia Against Emerging and Evolving Threats, July 2012, p. 3.
10 Attorney-General’s letter to Anthony Byrne MP, Chair of the PJCIS, undated, received by the PJCIS on 19 September 2012, p. 2.
11 See for example, the Australian Federal Police submission to the PJCIS Inquiry into potential reforms of National Security Legislation, submission no. 163, 
p.15-18.
12 Electronic Frontiers Australia Inc, submission to the ,PJCIS’ Inquiry into potential reforms of National Security Legislation, submission no. 121, 2012, p.5.
13 Nicholls, Rob “Right to Privacy: Telephone Interception and Access in Australia”, Technology and Society, 31 4 Spring 2012.
14 Ibid at p. 14.
15 Available at ://eurlex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2006:105:0054:0063:EN:PDF 
16 European Commission, Report from the Commission to the Council and the European Parliament – Evaluation report on the Data Retention Directive, 18 
April 2011, p. 15, https://www.eff.org/sites/default/files/filenode/dataretention/20110418_data_retention_evaluation_en.pdf
17 Ibid at p. 14.
18 Ibid at p. 5.
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NSW Attorney General Greg Smith’s attempt to tighten a loop-
hole in court security laws has drawn attention to an emerging 
battleground for today’s Internet-savvy court reporters. In a Bill1 
introduced in late 2012, he proposes to ban the use of devices like 
smartphones or laptops to transmit sounds, images or informa-
tion “that forms part of the proceedings of a court” from inside 
courtrooms or places where courts are sitting. All of a sudden, it 
appeared that journalists caught Tweeting, blogging, texting and 
even emailing from court could face fines of up to $22,000 and a 
year in jail – a hefty penalty for simply reporting on the activities 
of the court.2 Following concerns discussed in the press, Smith has 
now clarified that journalists and lawyers will be exempt from the 
restrictions under a new regulation3 – essentially leaving the ques-
tion of live tweeting to the courts.

Explaining the amendments in Parliament, Smith said they were 
intended to address “recent security incidents” that highlighted 
the law’s failure to keep pace with modern technology.4 How, for 
example, can the courts ensure the due administration of jus-
tice when any member of the public, armed only with a mobile 
phone, could easily transmit live what one witness says in court 
to another witness waiting outside to give evidence? While the 
planned media exemption may soften the blow for journalists, 
however, it also illustrates the need for legislators and the courts 
to redefine the fundamental principle of open justice in the digi-
tal age.

The Courts v Twitter: The Future of Live 
Court Reporting in NSW
Chris Paver examines the use of Twitter in courtrooms and the challenges 
posed by social media to the administration of justice.*

A step in the wrong direction 
In late 2011, the Lord Chief Justice of England and Wales, Lord 
Judge, delivered new guidance allowing journalists to Tweet from 
inside courtrooms, without seeking permission. He was aware of the 
risks, especially in the context of criminal trials, but concluded: 

 "A fundamental aspect of the proper administration of justice 
is open justice. Fair, accurate and, where possible, immediate 
reporting of court proceedings forms part of that principle.”5 

Under the guidance, judges retained the right to prohibit live, text-
based reporting in the interests of justice. Less than two months 
later, the judge in a high profile case did just that after a Twittering 
journalist was believed to have used the service both to name a juror 
and report on matters discussed in the absence of the jury, according 
to media reports.6 The case, and several others internationally, high-
light the well-documented risks that instant publication can pose in 
the context of the courts. 

Such examples raise concerns, but as social media continues to 
play a greater role in our daily lives, how far should NSW courts 
go to restrict its use? More importantly, could an overly aggressive 
approach restrict scrutiny and cement impressions that the courts 
are out of touch? It has been noted on numerous occasions that 
greater transparency and public access can boost public understand-
ing of and confidence in the judicial process.7 In the High Court of 
Australia, it has been observed that ‘the public administration of jus-
tice tends to maintain confidence in the integrity and independence 
of the courts.’8 

Introducing the Bill last year, Smith emphasised that the motivation 
behind the proposed ban was not to target journalists. He said:

 “…it is important to preserve the principle of open justice. 
Although not common, there may be circumstances in which 
journalists wish to use electronic devices to report on proceed-
ings contemporaneously through new media, such as Twitter 
or by blogging.”9 

He went further in February, stating that:

 “Under the exemption, journalists will have the same freedom 
to report on court proceedings as they do under the current 

How, for example, can the courts 
ensure the due administration of 
justice when any member of the 
public, armed only with a mobile 
phone, could easily transmit live what 
one witness says in court to another 
witness waiting outside to give 
evidence?

1 Courts and Other Legislation Further Amendment Bill 2012 (NSW), Schedule 1 Item 1.8.

2 Ibid.

3 James Hutchinson and Alex Boxsell, NSW waters down court social media laws (19 February 2013), The Australian Financial Review, < http://www.afr.
com/p/technology/nsw_waters_down_court_social_media_X6dcNSKJThJ5nMX0w7C7gM>

4 New South Wales, Parliamentary Debates, Legislative Assembly, 21 December 2012 (Greg Smith, Attorney General).
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(2011) 33:1 Hastings Communications and Entertainment Law Journal 150. See also Chief Justice of Canada Beverley McLachlin, ‘The Relationship between 
the Courts and the News Media’ in Patrick Keyzer, Jane Johnston and Mark Pearson, The Courts and the Media (Halstead Press, 2012) 24, 26.

8 Russell v Russell [1976] HCA 23, 8 (Gibbs J).

9 Hansard, above n 4.
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court policies. They will continue to be able to use their phone 
or other electronic device to transmit information to colleagues 
outside the court, unless ordered otherwise by the judge.”10 

The statutory changes themselves do not provide an exemption for 
journalists. However, they emulate other provisions allowing judges 
to grant exemptions,11 which means journalists could continue to 
tweet as long as the judge approved. The NSW Government has also 
consulted with media organisations to draft the regulations that will 
create an exemption for journalists. More complex questions about 
the status of citizen journalists and bloggers, however, remain unan-
swered. The question also arises, why not simply include the exemp-
tions in the amendments? Media lawyer Kevin Lynch argues that 
without clear statutory exemptions, regulations could be changed 
without being reviewed by the Parliament. “If you’re going to put a 
restriction which has the potential of restricting freedom of speech 
it’s best that you’re quite clear about the limits of those restrictions 
when you actually write the law,” he said.12 

The NSW Government’s amendments come at a time when many 
courts themselves are becoming more proactive about improving 
public access. The Supreme Court of Victoria, for example, already 
has its own Twitter account with more than 1,300 followers, web-
casts some of its key decisions online, and is reviewing its policy in 
relation to court reporting via Twitter.13 On the other hand, Victoria 
has also been singled out for criticism in recent years over the exces-
sive use of suppression orders.14 In Queensland courts, reporters can 
already use laptops to live-Tweet proceedings, while in South Austra-
lia, a working party is now considering the use in court of live text-
based forms of communication, including Twitter, with a view to 
producing a Practice Direction for the Supreme and District Courts.15 
In each of these examples the courts have recognised that digital 
and social media have forever changed the way in which people 
access information and communicate with each other. As Keyzer 
notes, the notion that we are still willing to wait until the evening 
news for information about what is happening in the courts seems 
“not just antiquated but bizarre”.16 

In this context, Smith’s earlier assertion that circumstances where 
journalists wish to report live via Twitter are “not common” is also 
unlikely to stand the test of time. There is little wonder that many 
journalists and media organisations more broadly have already 
embraced Twitter and other powerful new tools like Facebook 
to instantly report to thousands of people, satisfying our itch for 
immediate access to information. Indeed, some media reports sug-
gest journalists are already routinely tweeting and texting from 
court, perhaps even without the knowledge of judges and mag-
istrates.17 

Twitter and the Courts
Journalists using Twitter to report on court proceedings is by no 
means a new phenomenon. In Australia, the Roadshow Films Pty Ltd 
v iiNet Limited copyright case in the Federal Court is widely acknowl-
edged as the first case to be live-tweeted. In that case, Justice Cow-
droy opted not to stop two journalists from using Twitter, noting in 
his judgment that he granted approval “in view of the public interest 
in the proceeding, and it seems rather fitting for a copyright trial 
involving the Internet”.18 Interestingly, in the end The Australian’s 
publisher News Limited pulled the plug on journalist Andrew Col-
ley’s tweets, a spokeswoman highlighting that content should be 
published on “company properties” and that the company faced a 
risk when it could not “legal” journalists’ content.19 

Other courts have taken a different approach. In 2011, a Victorian 
magistrate chose to put a stop to tweeting during committal pro-
ceedings against a former police officer accused of leaking infor-
mation to The Australian about a planned anti-terror raid.20 Magis-
trate Peter Mealy warned journalists that tweeting the case would 
amount to contempt of court, explaining that it was inappropriate 
because statements made could later be suppressed or be the sub-
ject of objection.

The debate now taking place in NSW again highlights the challenges 
that social media poses to the courts as they search for the right bal-
ance between open justice in the digital age on the one hand, and 
the due administration of justice on the other. As Keyzer observes, 
“digital and social media have tipped the balance decisively in favour 
of freedom of communication”.21 

The wariness some judges and legislators have shown about the 
capacity for social media to be used either deliberately or inadver-
tently to derail judicial process is understandable. The “central the-
sis” of the administration of criminal justice, after all, is the entitle-
ment of the accused to a fair trial under the law.22 A simple Google 
search instantly reveals dozens of examples of where the Internet, 
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and social media in particular, have clashed with courtroom rules 
and traditions and, in some instances, prejudiced a case. In the 
United States, a Kansas judge declared a mistrial in a murder case 
after a reporter tweeted a grainy photograph from inside the court-
room featuring the profile of a juror.23 Jurors themselves have even 
ventured online, one famously taking to Facebook to declare it was 
"gonna be fun to tell the defendant they're GUILTY”. The person in 
question was dismissed from the jury and slapped with a fine and a 
five- ‐page essay on the right to a fair trial.24 

Associate Professor of Journalism and Public Relations at Bond Uni-
versity, Jane Johnston, identifies four primary issues upon which 
concerns about tweeting from court are based:

reflect context;

-
tempt or defamation to tweet from court.25 

She notes that the first three arguments also applied to the well-
 ‐documented issue of whether television cameras should be allowed 
in court, which, despite recent progress,26 remains a sore point for 
the mainstream media.27 

In relation to the idea that tweeting journalists might disrupt pro-
ceedings, the nature of the process itself suggests the contrary. In 
fact, it seems more likely that a journalist typing quietly on a laptop 
would cause no more distractions to the court than one scribbling 
on a notepad, and far fewer than one constantly leaving so they can 
tweet outside.28 

It is obvious that a 140 character Tweet will never achieve the level 
of detail of a full court report or broadcast. For those who believe 
the media already focuses too much on sensational details and fails 
to report comprehensively, the shorter word count is hardly likely to 
inspire confidence. Of course in the case of Twitter, journalists are 
able to create hashtags in order to make their tweets easily search-

able, arguably creating a more complete report.29 However, there is 
no guarantee that individual tweets would not be read in isolation 
or be re-tweeted by to a wider audience. South Australia’s Victims 
of Crime Commissioner Michael O'Connell has also warned that 
Tweeting carries with it the risk of “making a case sound more sinis-
ter”, emphasising the need for stronger laws to protect the privacy 
and rights of victims.30 

On the other hand, the Supreme Court of Victoria’s decision to 
take to Twitter to report its own decisions clearly reflects its belief 
that 140 characters is enough to accurately reflect the outcome of 
a case. In the United Kingdom, Lord Judge’s practice guidance on 
live, text base reporting presumes that journalists tweeting during 
court cases are using their devices for the purpose of producing fair 
and accurate reports.31 Trained journalists also typically have a strong 
understanding of legal restrictions that already exist on court report-
ing, whether in print, broadcast or online. Of course, not all court 
reporters – or, indeed, citizen journalists or members of the public 
- may choose to use Twitter inside courtrooms. However, the fact 
that that they could simply leave the room and tweet from outside 
without breaching the law also brings into question the utility of the 
proposed restrictions.

The Supreme Court of Victoria’s decision to use Twitter highlights 
another important aspect of the social media debate: that the courts 
are now, more than ever before, able to use technology to com-
municate directly with the public rather than relying exclusively on 
the mainstream media. The media remains vital. However, Victorian 
Chief Justice Marilyn Warren has noted:

 "The courts are getting to a stage where they have had enough 
of the inappropriate criticism, the skewing of information in 
the media, and we really need to try and seize the day ourselves 
and give some information to the community.”32 

Clearly, it is possible that social media could be used more widely to 
enhance the amount of information available to both journalists and 
members of the public.

A similar argument could be made in relation to the regulation of 
court reporting and attempts by the courts to suppress informa-
tion that could taint witnesses or jurors or impinge on the rights of 
people involved in a matter. As Stepniak observes:

 “The internet is clearly not restricted by geographical boundar-
ies of jurisdictions and by expectations that memory will fade 
with the passing of time – core factors on which contempt laws 
are premised. In the light of such implications of new tech-
nology courts may well need to protect the administration of 
justice through dissemination of accurate information rather 
than through increasingly ill-suited attempts at suppression.”33 
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In NSW, the proposed restrictions focus on instantaneous communi-
cation – attempting to stop people with “malicious intentions” from 
disrupting the work of the courts.34 However, the challenges social 
medial poses to the criminal justice system are broader. Johnston 
refers to several examples of high profile criminal cases where dis-
cussions on Facebook and blogs have “raised significant problems 
for the administration of justice”,35 such as the seven and a half 
year search for Sunshine Coast teenager Daniel Morcombe which 
resulted in a 42-year-old man being charged. More recently, social 
media users have been urged to exercise restraint and caution in 
their comments online about the death of Jill Meagher, in case they 
prejudice the trial of the man charged with her murder.36 One Face-
book hate page had reportedly attracted about 44,000 ‘Likes’.37 The 
Herald Sun reported that Victoria would push for national laws to 
reduce the risk that comments on social media sites like Facebook 
could influence juries and thus compromise criminal trials.38 

As Burd and Horan note, such prejudicial publicity is only a click away 
for the “Googling juror”.39 While the courts have numerous mecha-
nisms to help prevent prejudicial publicity affecting jury trials – such as 
suppression orders and contempt laws, and jury directions to prevent 
juror misconduct like conducting Internet searches – several commen-
tators believe these remedies have become less effective in the digital 
age. Some even propose trials by judge alone in certain cases.40 In rela-
tion to the live communication covered by the planned amendments 
in NSW, the Chief Justice of Canada, the Right Honourable Beverley 
McLachlin’s observation is pertinent: “If witness or juror contamina-
tion is a concern with television, is it not even more so with ubiqui-
tous social media accessed or received automatically via a hand-held 
device?”41 This issue is yet to be satisfactorily addressed.

Conclusion
In the digital age, the principle of open justice – and its corollary that 
is the right of the media to report on court proceedings42 – must go 
further than simply granting access to the courtroom. It is arguable 
that instant reporting, including journalists’ use of Twitter to report 
on the activities of the court, is important to “increase transpar-
ency and public understanding of the judicial process”.43 Serious 
consideration should therefore be given to the merits of allowing 
live court reporting where appropriate. In NSW, the state govern-
ment’s proposal to modernise outdated court security laws seeks to 

address another important issue: ensuring that modern technology 
is not used to compromise the administration of justice. Without 
carefully crafted exemptions for journalists as a minimum, however, 
the threat to open justice is clear. As such, until the effect of the 
exemption for the media is known, exactly where that balance will 
lie in NSW remains uncertain.
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News and media commentary play a vital role in a democratic 
society, and no regulation should endanger that role.1 However 
a free press also wields great power; power to influence politi-
cal processes that go to the heart of a democracy, and power to 
cause harm both to individuals and organisations, if unchecked. 
As a result, a level of regulation is necessary to ensure that media 
news and commentary meets appropriate journalistic standards 
in fairness, accuracy and transparency, and that news publishers 
are publicly accountable for the content they produce. This paper 
considers the need for cross-platform ethical standards in the 
“converged” news media environment of the digital age and sets 
out a preferred approach to news content regulation that seeks an 
appropriate balance between the legitimate commercial interests 
of big media and the public interest in access to quality, accurate 
and transparent news journalism.

The challenges of news regulation in the digital age
Striking an appropriate regulatory balance for news content is 
more of a challenge in today’s digital age than ever before, as 
digitisation of news content is “blurring the traditional distinc-
tions between broadcasting and other media across all elements 
of the supply chain, for content generation, aggregation, distribu-
tion and audiences”,2 creating a new and radically different media 
ecosystem3 to which our regulatory frameworks must adapt. The 
transformations are not only about the way traditional media oper-

Striking a Balance: News Regulation in 
the Digital Age
Jarrod Bayliss-McCulloch sets out an approach to news regulation that 
balances a variety of competing interests.*

ates and is delivered. They also relate to consumer behaviour and 
interaction, as traditional one-to-many forms of news communica-
tions such as print, radio and television, with predictable forms of 
content delivery and platforms, give way to user-generated content 
and social media, empowering individuals to take on media-like 
roles in the online environment.

There are new and different voices with varying degrees of pro-
fessionalism and commercialism: online opinion papers, blogs, 
citizen journalists and social media sites are all contributing to the 
discourse.4 Media organisations have been outspoken about the 
challenges involved with adapting to this new media environment, 
and any increased regulation that may come with it, as they try to 
develop new revenue streams to fund the ongoing production of 
quality content.5 Certainly there is a need for sensitivity in this con-
text, understanding that a regulatory burden that is too onerous 
may discourage investment and create financial difficulties for Aus-
tralian media organisations navigating the complex waters of new 
media technologies and revenue models. The challenges however 
are equally great for regulators who have a weighty responsibil-
ity to ensure that quality content is produced and made available 
across platforms, even as the nature of the relationship between 
content provider and delivery platform and audience and producer 
changes.

In this context, traditional vertical, silo-based approaches to regula-
tion can no longer be justified.6 International jurisdictions such as 
Malaysia, the European Union, the United Kingdom, South Africa, 
Korea, Japan and Taiwan have already recognised this, moving 
toward converged legislative frameworks that favour a platform-
neutral approach,7 and now Australia seems ready to follow suit. 
In this broader context, the Convergence Review (Review) recently 
advocated a “technology-neutral approach [to news content regula-
tion] that can adapt to new services, platforms and technologies,”8 
and similarly, the core recommendation of the recent Independent 
Inquiry into the Media and Media Regulation (Inquiry) is to estab-
lish a single platform-neutral regulatory body overseeing all news 
producing media.9 The notion of cross-platform consistency repre-
sents a welcome shift in thinking in a media environment where 
the same content can now be simultaneously delivered across a 
range of platforms. There remain, however, significant questions 
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around what that platform-neutral approach should look like when 
it comes to the regulation of news media content.

There are compelling reasons why a revised regulatory structure is 
needed to achieve the degree of responsible journalism desirable in 
a democracy in the digital age, which are apparent by reference to 
the inadequacies of the current regulatory framework.10

All news media are subject to basic external regulation including 
the laws of defamation and contempt. Beyond that, regulation 
currently differs by platform, with broadcasters subject to statu-
tory regulation overseen by the Australian Communications and 
Media Authority (ACMA), while newspapers are subject to less 
onerous mechanisms of self-regulation, and online news is not 
extensively regulated at all. Of the existing self-regulation mea-
sures, only one or two newspapers have appointed an ombuds-
man or reader’s representative and online news publications are 
not covered. The Australian Press Council (APC), which currently 
handles complaints from the public and monitors professional 
standards, is regularly criticised on the basis that it lacks the nec-
essary funds and powers to carry out its functions effectively, and 
is subject to the voluntary support of the publishers it is intended 
to regulate; if a media organisation becomes dissatisfied with the 
APC it can simply leave and set up its own complaints handling 
body.11 Problems with the regulation of news media were recogn-
ised by the Senate Select Committee on Information Technologies 
in 2000,12 when it found deficient ‘the efficiency and effective-
ness of self-regulation…’ and stated that ‘[s]elf-regulation in the 
print media industry appears to be failing the community.’ These 
partially ineffective self-regulatory measures may be contribut-
ing to the low levels of trust and public confidence in the media 
identified in the course of the Inquiry.

Media outlets place great faith in the law of defamation as a check 
on journalistic practices.13 However, legal proceedings against the 
media in cases of serious wrongdoing are protracted, expensive 
and adversarial, and offer redress only for narrowly defined legal 
wrongs, rather than complaints about accuracy or unfairness. 
The Inquiry cited a recent example of Mark French, a professional 
cyclist, who sued the publisher of the Herald Sun over an article 
published six years earlier that suggested Mr French was a drug 
cheat.14 Following a trial lasting six days, Mr French was awarded 
$175 000 in damages and the publishers were ordered to pay his 
legal costs. In the course of that trial, Mr French paid $893 000 
in costs. Even if he recovers two-thirds of those costs, Mr French, 
a successful litigant, will be out-of-pocket by more than $100 
000.

The challenges presented by a convergent media landscape pro-
vide an opportunity to reconsider current regulatory measures in 
favour of more practical, efficient and effective cross-platform 
measures that provide positive outcomes for those who suffer 
harm due to poor media conduct, and promote responsible jour-
nalistic practices to improve information flows in our democratic 
society.

A preferred approach to news standards 
regulation in the digital age
A technology-neutral approach

The two recommendations put forward by the Inquiry and the 
Review reflect agreement that there should be a single cross-
platform body responsible for news and commentary standards. 
This is a sound starting point in a converged media environment, 
where boundaries between platforms are increasingly blurred and 
losing their regulatory significance. Such a body would also be 
well-placed to adapt to future changes in the media environment, 
with flexibility to respond to the emergence of new platforms and 
delivery mechanisms.

Statutory regulation vs self-regulation

Beyond this, the conversation becomes more controversial. What 
level of regulatory control should this body have across all media 
platforms? There are two main options: move the traditionally 
highly regulated broadcast news and commentary into a self-reg-
ulatory structure together with print and online media, or make 
print and online media subject to statutory regulation.15 Each has 
its critics.

The Inquiry advocated the latter option; cross-platform statutory 
regulation. In international terms, this would be a strong and 
decisive outcome, certainly stronger than the current situation in 
Australia, or in Britain.16 This proposal though has attracted heavy 
criticism from media figures, including News Limited CEO Kim Wil-
liams, who labels it “preposterous.”17 “It can never be the role of 
government regulators to oversee editorial positions,” he argues, 
seeing the recommended News Media Council as a “grave threat 
to press freedom.”18 Williams raises a valid concern that must be 
considered whenever statutory regulation of media is proposed; 
the danger of undue political influence if the regulatory body is not 
constituted with a high level of government independence, and 
the risk that a future government could influence such a body to 
suppress or bypass legitimate media scrutiny. This is to be avoided 
in a democracy, where the media is the primary source of informa-
tion for the people’s political decision making. But is the risk of 
political influence in such a body really as great as media figures 
are portraying? Would it not be possible to retain an independent 
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regulatory structure while eliminating the potential for govern-
ment influence over the body? The Inquiry clearly states that the 
government would have no role in the body, apart from providing 
partial funding. If the government has no role in terms of appoint-
ments, the scope for undue political influence would be limited. 
Even if there were to be an element of political influence over the 
decision making of that body, its contemplated role is limited. It 
is not a pre-censorship body, designed to review articles prior to 
publication and prevent them from ever being published or to 
pre-empt the editorial process in any way. It is simply designed to 
promote responsible journalism pre-publication and offer practi-
cal post-publication options for redress on inaccuracy, unfairness 
and related issues, to complement the functions of parallel laws 
like the law of defamation and deliver more practical outcomes 
for victims of media inaccuracies, thereby saving time and money 
for complainants and media publishers in the process. The APC is 
already supposed to be doing this, but it has not been altogether 
effective.

Conversely, if the power of the media in influencing political deci-
sion making for voters is so great that even the remote possibil-
ity of government influence is reason enough to oppose statutory 
regulation (as news media organisations have argued) then that 
same power makes a strong regulator with the necessary “teeth” 
to enforce standards of accountability, accuracy and transparency 
against a powerful core of media organisations vitally important 
in a media market with one of the highest levels of ownership 
concentration in the world. This raises the question as to whether 
a pure self-regulatory structure, while removing the threat of politi-
cal influence entirely, could be sufficiently strong and independent 
of its financial sponsors to hold them accountable for the content 
they produce, and guarantee the desired level of quality in Austra-
lian news standards. The history of the APC would suggest that the 
answer to this question is no.

Striking a balance: self-regulation with statutory reserve powers

As a result, the Review sought to strike a balance between self-
regulation and statutory regulation by recommending that a cross-
platform self-regulatory structure enforce standards for all news 
and commentary, supported by a statutory reserve power for the 
news communications regulator to set standards. This position 
acknowledges that self-regulated bodies have not been wholly 
effective in the past, but also seeks a compromise with industry, 
allowing industry to demonstrate the effectiveness of platform-
neutral, self-regulatory arrangements with the threat that govern-
ment will step in if self- regulation is ineffective.

At first glance, this may seem like a futile exercise. After all, 36 
years of APC history have exposed the weaknesses of news con-
tent self-regulation, raising issues of media accountability. To offer 
any chance of success, the new self-regulatory body would have 
to look very different from the APC, and be actively structured in 
a way that promotes independence from the influence of large 
media organisations. The Review went some way toward this goal, 
recommending that the body would be run by a board of directors, 

a majority of whom would be independent from the members of 
the industry. The Review also recommended that the body wield 
stronger powers, including a flexible range of remedies and cred-
ible sanctions, not dissimilar from those proposed for the Inquiry’s 
statutory body, including the power to order members to promi-
nently publish the body’s adverse findings on a relevant media 
platform. 

These steps are encouraging, but may not be sufficient to ensure 
true media independence, particularly when all funding for the 
body is provided by industry and some of the body’s directors may 
owe their allegiances to large media organisations. As a minimum, 
a preferable structure would be one in which all Directors of the 
non statutory regulatory body are independent from the media 
organisations which the body is appointed to regulate. This would 
likely be an unpopular position with industry, but is a necessary 
measure if the body is to be a truly powerful force in regulating 
news content and ensuring quality, accurate and transparent report-
ing. With this safeguard in place, a non-statutory regulatory body, 
which engages with the media industry in developing appropriate 
standards and enforcing them, is perhaps to be preferred over a 
statutory body which would be imposed upon the vast majority of 
media organisations against their will.

Who should be regulated?

In a vibrant and diverse media ecosystem, the regulatory impo-
sition of news content standards might vary “depending upon 
the media involved and the extent to which they represent the 
mainstream media voice.”19 In this regard, the Inquiry set a low 
threshold, proposing that the regulator should have jurisdiction 
over any publisher that distributes more than 3,000 copies of print 
per issue or a news internet site with a minimum of 15,000 hits 
per year. These are admittedly arbitrary figures that have attracted 
much criticism for expanding the regulatory net too far beyond 
the mainstream.

The Review proposed a higher threshold which would apply man-
datory standards to Content Service Enterprises that bring in more 
than $50 million of revenue a year from professionally produced 
local content and reach more than 500,000 Australians a month, 
while also allowing for “content providers that are not of sufficient 
scale and scope... to opt in to the relevant obligations, or to seek 
accreditation as a provider that has robust and transparent self-
regulatory arrangements” to “enhance the brands of such provid-
ers.”

In the context of an increasingly competitive multi-platform media 
environment, there is much to be said for an approach that incen-
tivises membership to an industry standards body for smaller news 
publishers. As Hitchens explains:

 “for the blogger, citizen journalist, or the small independent 
online journalism endeavour, adherence to the code [or other 
standards imposed by the regulatory body] could in fact 
become a marketing or promotional tool. Unlike the estab-
lished media that is able to trade off reputations established 
through other delivery platforms, gaining a presence and an 
identity may be more difficult for the independent sector”.20 

The idea of setting a high threshold for mandatory subscription, 
and incentivising the smaller organisations to voluntarily submit to 
the Code, is an elegant solution in this environment.

In order for this to work in practice however, three elements of 
the scheme must be calibrated. First, the mandatory threshold 
must be set at an appropriate level to ensure that media services 

To offer any chance of success, the 
new self-regulatory body would have 
to be actively structured in a way that 
promotes independence from the 
influence of large media organisations

19 Hitchens, above n 3, at 233.

20 Ibid.
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with substantial potential to influence the public are subject to 
mandatory standards. Second, voluntary membership must have 
the appropriate cost / benefit characteristics to make membership 
attractive for small and medium publishers who fall below that 
mandatory threshold. Third, the standards required by the scheme 
must encourage responsible journalism but should not be so oner-
ous that they unnecessarily burden a publisher’s ability to do busi-
ness, regardless of size.

On the first point, the Review arguably sets the bar too high. A 
publisher does not need to generate $50 million a year in revenue 
from professional content in order to wield substantial influence in 
Australia, nor does it need to reach 500,000 Australians a month. 
A specialised news blog focusing on a niche industry may reach 
only 100,000 Australians a month and produce minimal revenue, 
but may have substantial ability to influence its target industry 
and the lives of those who participate in it. Loyal blog readers 
from the industry may not care whether the site has accredita-
tion with a regulatory body, providing little incentive for the blog 
owner to pay a membership fee to join the regulatory body. And 
yet its power may be significant; factual inaccuracies published 
on such a blog could ruin somebody’s professional image, if not 
corrected. This is one scenario where the proposed regulatory 
structure could be extremely effective in requiring mandatory 
compliance.

On the second point, membership fees for the body should be 
built around a tiered structure, based on characteristics such 
as revenue and monthly or annual audience, so that small and 
medium publishers are not at a structural disadvantage if they are 
required to, or elect to, join the scheme. A level of government 
funding may be required in order to ensure fees can be set at an 
appropriate level for all member organisations, so that all media 
organisations, whether large or small, are not disadvantaged by 
membership of the regulatory body. A level of government fund-
ing would be justified on the basis that high media and news 
reporting standards are a public good from which all citizens 
derive a benefit.

Finally, the standard required under codes imposed by the regula-
tory body should not be so onerous that they overly burden media 
organisations, and could also follow a tiered structure based on a 
publisher’s revenue and audience size. Standards should be devel-
oped in consultation with the industry, bearing in mind that the 
primary aim of the regulation is not to require organisations to 
develop a new, costly and complex system of internal checks and 
balances prior to the production of news content; it is to encour-
age responsible journalistic behaviour from the outset, including 
appropriate due diligence and fact checking, and then effective 
post-publication correction mechanisms to quickly and inexpen-
sively deal with any failures or errors. This should not impose any 
undue burden on news media organisations, which are in the 
business of providing quality journalism. In fact, established news 
media organisations should welcome a more extensive self-regula-
tory system that encourages their smaller and more manoeuvrable 
competitors across multiple platforms to embrace the journalistic 
standards that they claim to have held for many years, levelling 
the playing field and promoting quality news content across all 
platforms and publishers.

Conclusion
Just as the media environment has undergone radical changes in 
recent years, so too the regulatory environment must adapt to 
ensure strong news media standards in a modern converged media 
environment. The new model for news content regulation must 
allow media companies, large and small, to adapt to difficult and 
transitory market conditions and adequately preserve freedom of 
press which is so vital in a working democracy, while supporting 

quality, accurate and transparent journalism that Australians can 
depend on, now and in the future.

Such a model should be technology-neutral, built around a centrally 
managed cross-platform non-statutory regulatory body. That body 
should be funded primarily by industry, but with supplementary 
government assistance if necessary to ensure that as many media 
organisations as possible can afford to participate in the scheme. 
Otherwise the body should be completely independent from gov-
ernment and free from its influence. Its directors, although engag-
ing with the media industry to develop relevant standards, should 
similarly be free from the influence of the media organisations they 
regulate, in order to ensure the regulatory body delivers an appro-
priate level of public accountability. The standards imposed by this 
body should be reasonable, not unduly onerous and determined 
in consultation with industry, to ensure that the scheme does not 
pose unnecessary financial challenges for Australian media organi-
sations while they continue to adapt to the changing market forces 
and dynamics of a converged media ecosystem. Should the body 
fail in its purpose in some respects, as the APC has done, statutory 
reserve powers should be available to ensure appropriate standards 
are upheld.

The Government response to recent proposals of the Inquiry 
and the Review remains to be seen. Given the hostile reception 
many of the recommendations have received from large media 
organisations, significant progress is unlikely in this election year. 
Perhaps the outcome, when it does eventuate, will be a mere 
shadow of the bold regulatory regimes proposed in the Inquiry 
and the Review. Regardless, it is encouraging to see analysts, reg-
ulators and large media organisations alike remaining conscious 
of the importance of responsible journalism across platforms 
and delivery methods in today’s diverse media ecosystem, and 
of the imperative to ensure our regulatory structures provide the 
right incentives to support this noble endeavour, now and in the 
future.
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The darknet
Completely anonymous and encrypted browsing has the capacity 
to change nearly all current communication, media and copyright 
law. By rendering the internet untraceable, the “darknet” makes 
the law, in its current form, virtually unenforceable. 

The concept of the darknet is both revolutionary and simple. It can 
be thought of as a series of unsearchable networks ranging from 
the simple copying of hard-drives between friends, all the way to 
a complex eco-system of layered anonymous networks.1 Due to its 
nature, the size of these networks is unknowable but the regular 
internet is usually described as the mere tip of the iceberg in com-
parison to the darknet(s). The biggest of which is The Onion Rout-
ing (the TOR) program. It scrambles data through various nodes to 
protect the IP addresses and data packets from unwanted traffic 
analysis. Effectively, no-one but the user can identify where and 
what content is being consumed. 

The uses for the anonymity provided by the darknet can be at 
once noble and sinister. Cyber-criminals have adopted the network 
as their own. It has become a haven for child pornography and 
ordering drugs online.2 All this is supplemented by an anonymous 
currency system that is used to finance some of these opera-
tions.3 Conversely, the TOR network has been vital to journalists 
in repressive regimes.4 Any legally created content on the darknet 
has been anonymously leaked onto the network, blatantly breach-
ing copyright law. The TOR network has been simply described as 

Anonymity and the Law: 
“The Darknet Rises”
Felix Ralph examines the challenges that the anonymity of the “darknet” 
poses for the legal system, copyright holders, the community and human 
rights.*

“similar to using a twisty, hard-to-follow route in order to throw 
off somebody who is tailing you — and then periodically erasing 
your footprints.”5 What users do with their anonymous road is as 
diverse as the human condition. 

While it does not guarantee absolute anonymity, TOR makes traf-
fic analysis virtually unfeasible. Combined with periodic wiping 
of the hard drive,6 it is almost impossible to determine the iden-
tity and location of the end-user. This means the proposed data 
retention policies7 become meaningless and untraceable. As early 
as 2002, a number of Microsoft engineers made the simple but 
bold prediction that, “ultimately the darknet-genie will not be 
put back into the bottle.”8 Website owners do not even know 
who is looking at their website. Because the data is scrambled, 
questions of intermediary liability9 also become moot, as internet 
service providers (ISPs) cannot hold any meaningful data. If Road-
show Films Pty Ltd v iiNet Ltd (2012) AJLR 494 (iiNet case) shows 
us anything, it is that the current status quo for legal enforcement 
of internet law relies on the dubious co-operation of the ISPs.10 
If the darknet becomes popular, the main challenge posed by 
this disruptive technology is the denial of all identifying informa-
tion to ISPs, or any third party, which makes the law even harder 
to enforce. As always, technology spurs and requires the law to 
adapt to rapid changes. 

One of two paths 
It is not often that we stand at the precipice of great change. Tech-
nology is forcing the hand of our society to consider something 
that we have not experienced before; the prospect of completely 
anonymous community interaction. Communications, media, 
copyright and even criminal law must be nimble enough to adapt 
to this anonymous future. Essentially there are two paths we can 
take. The first path is one of prohibition. However, suggestions that 
the darknet be taken down may be ineffective. Not even consider-
ing the practical difficulties,11 laws of prohibition may also be ultra 

The digital dilemma then deepens, 
with the paradox for users being that 
the more they desire online privacy the 
less they are likely to get.
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vires. Like the internet the darknet is not used solely for nefarious 
purposes. It is also a forum for the free exchange of political, social 
and philosophical ideas. If legislatures attempt to impose a blanket 
ban on this new space it could fall afoul of the implied freedom 
of political communication found in the structure and text of the 
Constitution.12 However, laws banning an entire medium of com-
munication have never appeared before the High Court. The cases 
of Nationwide News Pty Ltd v Wills (1992) 177 CLR 1 and Aus-
tralian Capital Television Pty Ltd v Commonwealth (No. 2) (1992) 
177 CLR 106 only address what can be said within a medium, not 
the banning of the medium itself. Nevertheless, a law prohibiting 
the darknet may violate the test in Lange v Australian Broadcast-
ing Corporation (1997) 189 CLR 520 which rules unconstitutional 
any law that effectively burdens freedom of communication about 
government or political matters either in its terms, operation or 
effect. Furthermore, such a sweeping law may not be compatible 
with representative and responsible government and may not be 
appropriate or adapted.13 

So we are left with the second path; accepting and adapting 
to the changes brought by technology. If anonymous browsing 
becomes the norm this poses enormous challenges to artists and 
copyright owners. Because anonymous browsing has the capacity 
to circumvent legal detection, it significantly undermines the twin 
foundational pillars of copyright law. The first pillar is the idea 
that the work of the author has attached to it certain rights in 
property and contract. The second pillar is the utilitarian idea that 
copyright law, by protecting authors’ rights, provides an incen-
tive for the creation of literary and artistic works.14 Without the 
protection of copyright, the artistic health of our society weak-
ens.15 Exclusively legal solutions have so far proved ineffective. 
The boom in piracy comes despite every lawsuit against a P2P 
network entrepreneur being successful.16 A perfect illustration is 
Pirate Bay, one of the largest torrent sites, which proudly pub-
lishes expletive-riddled replies to the numerous legal threats they 
receive. In riposte to the multinational law firms they end with a 

statistic: “… 0 torrents has [sic] been removed, and 0 torrents will 
ever be removed.”17

Despite large fines to users, legal threats are barely having an 
impact on the boom.18 Any response to the problem of online 
pirating must take into account the old lessons taught by the P2P 
lawsuits when responding to new frontiers like the darknet. 

The hidden dilemma 
The piracy boom has created a dilemma for copyright hold-
ers. Charles Clark broadly formulated a solution to this “digital 
dilemma”19 by finding that the “answer to the machine is the 
machine.”20 Technological innovation makes it possible to create 
an encrypted-lockbox embedded within content that only opens 
for an authorised user. This self-enforcing technology is a form 
of digital rights management (DRM) which can “directly impose 
technological controls on what users may, or may not, do with 
digital content.”21 There are multiple ways to achieve this; either 
through encryption, or watermarking and tracking technologies. 
One example is Cinavia, which embeds code into the audio of a 
Blu-Ray file and then limits copy and use on certain machines.22 A 
stronger version of such a technology would solve the problem of 
anonymous browsing because copyright holders are not monitor-
ing the traffic data of users but instead the use of their products. 
An anonymous browser still needs to download the content to 
use it. 

This approach is not without its problems. Lindsay and Ricketson 
warn that there could a “technological arms race” between copy-
right owners and creators of circumvention techniques.23 They also 
explore a more disturbing possibility that 

 “…unconstrained implementation of technological forms of 
protection, such as encryption, may result in inefficiencies 
in the form of rent-seeking behaviour by copyright owners 
pursuing more returns than are available under copyright 
law.”24

While TOR may protect browsing, it does not protect the end-users 
from content on their machines. The business models of compa-

If digital copyright owners are forced 
into adopting DRM systems, the role 
of the law should be to stand behind 
the rights of those owners without 
compromising the privacy of its 
citizens

It is time that we step away from the 
legal fiction that copyright owners 
are going to always be able to pursue 
illegal users of their content
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nies like Facebook and Google rely on how much private data 
they can collect. In the digitised epoch, data is money. Users may 
turn to the darknet in droves if and when they realise the moral 
hazards from multinational corporations who collect their private 
information.25 If this happens and users flock to the darknet, if 
the current trend toward pirated films continues, it would result 
in intolerable conditions for copyright owners. They would have 
no means of enforcing their rights and would be unable to pursue 
intermediary liability against ISP providers. The defence in the iiNet 
case becomes even stronger in the context of widespread anonym-
ity. Thus copyright owners may be forced to implement DRM sys-
tems that increase the “use of surveillance systems by both public 
and private sector entities, with possibly worrying consequences 
for ever more rationalisation and normalisation, and the threat of 
increased social conformity.”26 The digital dilemma then deepens, 
with the paradox for users being that the more they desire online 
privacy the less they are likely to get. 

The new role of the law 
If digital copyright owners are forced into adopting DRM sys-
tems, the role of the law should be to stand behind the rights of 
those owners without compromising the privacy of its citizens. 
This requires consideration of both copyright owners and the pri-
vacy of end-users. To protect copyright owners, liability should 
be incurred for the possession of software or code, which has 
the dominant purpose of circumventing DRM-protected products. 
It then falls within the responsibility of copyright owners to cre-
ate digital strong boxes to protect against modern day internet 
banditry. Copyright owners could then request or pursue ISPs that 
host content that circumvents DRM systems. While this may seem 
like an ineffective measure for the darknet, ISPs that run illegal 
websites can always be contacted to shutdown those sites. It is up 
to the legal system to create the regulatory eco-system that pro-
tects the rights of copyright-holders. It is time that we step away 
from the legal fiction that copyright owners are going to always 
be able to pursue illegal users of their content. The key to fighting 
online privacy is to layer protection after protection on the content 
itself, with the law providing the regulatory framework to protect 
that security. 

To ensure the end-users privacy, laws should be enacted that pre-
vent DRM protected products from exceeding their original purpose 
of protecting the product. That is, the “rent-seeking behaviour” 27 
that Lindsay and Ricketson warned against should be regulated. 
Such a law should allow digital protection of the product but not 
the tracking or collecting of any data received. Any tracking of 
data should require the clear and informed consent of the end-
user. This would allow for the creation digital eco-systems that 
allow users to pay subscription fees for access to content. It is 
perfectly possible to have an eco-system that protects the rights of 
copyright owners and the privacy of end-users. This makes sense 
both from privacy and economic standpoints because copyright 
industries are most profitable “when their primary focus [i]s not 

to minimize unauthorized uses but rather to maximize authorized 
use.”28 The legal system should remove the temptation to use 
DRM systems to collect, survey and retain personal information 
and data. 

To supplement these laws the definition of “personal information” 
in the Privacy Act 1988 (Cth) must be broadened. Personal infor-
mation is currently defined as information, “…about an individual 
whose identity is apparent, or can reasonably be ascertained, from 
the information or opinion.”29

Under this definition information that reveals the location of a user 
falls outside the statutory definition of personal information, but 
it certainly falls within a common sense definition of privacy. Such 
gaps need to be closed in order for citizens to have a reasonable 
expectation of privacy, and for governments to comply with human 
rights legislation.30

Essentially, the “machine” will correct itself. If copyright industries 
protect the product then the economics of supply and demand will 
take over. The new role for the law is to protect the digital environ-
ment for both copyright owners and internet citizens. 

Where law and anonymity meet 
It is naïve to assume that the darknet will remain a reserve for 
hard-core tech-heads ad infinitum. All parties need to begin think-
ing towards ways of adapting to our anonymous future. Our legal 
system is robust enough to change with this future without sac-
rificing the ideals that underpin it. If the law can strengthen the 
protection of content while broadening the privacy of users, both 
the interests of corporations and the rights of individuals become 
protected. 

The darknet is not synonymous with crypto-anarchy. This paper has 
attempted to show that it is possible to have a thriving copyright 
industry, freedom of speech and communication and online ano-
nymity at the same time. An anonymous future does not have to 
be an immoral one. 
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The Cybercrime Legislation Amendment Act 2011 (Cth) amended 
Australia’s telecommunications legislation to facilitate Australia’s 
accession to the Council of Europe Convention on Cybercrime, by 
enabling certain domestic agencies and the AFP to require that car-
riers preserve certain stored communications. This data preservation 
regime is relatively limited, requiring that agencies issue a preservation 
notice only where, among other requirements, access is intended to 
be obtained by a warrant. Communications are only required to be 
preserved for a maximum of 90 days or over a month-long period. 
The main impact on carriers, aside from a limited increase in storage 
requirements, is likely to be the need to ensure routine data destruc-
tion procedures allow for data subject to a preservation notice to be 
retained for the requisite period.

However, the government does not intend to stop at a limited data 
preservation regime. As outlined in the article ‘Telecommunications 
data retention: a step in the right direction?’ in this issue, the gov-
ernment is considering the introduction of a much broader com-
munications data retention regime, which could require retention of 
data for up to 2 years. 

The fundamental public policy behind both the data preservation 
regime and the proposed data retention regime is focused on ensur-
ing Australian law enforcement and intelligence capabilities are ade-
quate to deal with the ever-increasing threat posed by cybercrime. 

But how will these requirements affect stakeholders? The submis-
sions to the Parliamentary Joint Committee on Intelligence and 
Security inquiry (Inquiry) provide valuable insights into the industry’s 
concerns. 

Cost 
One of the most vexing issues for industry stakeholders is the cost of 
establishing infrastructure to meet proposed data retention require-
ments.

iiNet’s Chief Regulatory Officer made a statement to the Inquiry 
quoting a rough calculation of $60 million for start up costs for 
two years data storage, which would equate to approximately 
$400 million for the whole industry, if source and destination IP 
addresses are included in the scope of data required to be stored.1 
He also noted the industry’s understanding that the government 
intends to reimburse only the actual cost of the data requested 
from time to time. Invariably the additional costs will be passed 
on to consumers, at a rate estimated by iiNet to be around $5 per 
month.

The Australian Mobile Telecommunications Association and Com-
munication Alliance (the Associations) cited set up costs of $500 
million to $700 million and noted that any additional data element 
could add tens of millions of dollars to set up costs.2 It observed 
that in some European countries where data retention regimes are 

The Costs of Data Retention
Nikki Macor considers the implications of proposals for wide-sweeping 
data retention laws on carriers.

in place, capital and operational costs incurred in compliance are 
reimbursed by the government, and called for the same to occur in 
Australia.3

Processing burden
Many submissions raised concerns about the onerous processing 
activities required to store and manage specific data sets in large 
volumes. 

Telstra’s concerns were focused on the burden of processing and 
managing large data sets.4 In its view, the requirements would 
involve the inspection, identification and extraction of required com-
munications data, and that this would expand its role inappropriately 
into communications interception.

Optus, among others, raised the impracticality of effectively search-
ing records to locate information sought by law enforcement agen-
cies, given the sheer volume of data to be retained.5 The Internet 
Society of Australia6 also noted the additional labour force require-
ments that feed into the cost implications discussed above.

Security 
Data security is an increasingly sensitive issue and the damage caused 
by breaches is constantly growing as more information is stored and 
transmitted electronically, and accordingly security was one of the 
other main issues raised by stakeholders.

Tim Berners-Lee, who is generally recognised as one of the founders 
of the internet, has described the data that would be stored under 
the proposed data retention regime as ‘dynamite’.7 He expressed 
doubts as to the ability of the government to keep the information 
secure and described what would be available to hackers as ‘dos-
siers’ of information on individuals. This highlights the importance of 
ensuring rigorous security over the data retained, which will amount 
to two years’ worth of information about the communications of 
the nation.

The fundamental public policy behind 
both the data preservation regime and 
the proposed data retention regime 
is focused on ensuring Australian 
law enforcement and intelligence 
capabilities are adequate to deal with 
the ever-increasing threat posed by 
cybercrime
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As the government will not be storing the majority of the data, the 
standards by which carriers and carriage service providers will store 
and recover data will be critical to maintaining the security of the 
treasure trove of information. As noted by the Internet Industry 
Association, it is not yet clear what standards will be imposed,8 but 
what is clear is that higher standards will lead to higher costs.

Competitiveness 
Submissions identified potential issues for competitiveness at both 
domestic and international levels.

The Internet Industry Association explained that increased costs 
imposed on Australian services may result in them suffering a com-
petitive disadvantage against offshore ‘over-the-top’ services such 
as Gmail.9 Offshore providers are already dominant, and any reduc-
tion in the competitiveness of the Australian industry would merely 
reinforce and exacerbate this situation. 

The Internet Society of Australia also pointed out that domestic 
competition may be hampered by higher barriers to entry, given 
the additional costs and infrastructure requirements associated with 
meeting proposed data retention requirements.10

Privacy 
The retention and availability of vast stores of personal information 
poses an obvious threat to privacy that was recognised in a number 
of submissions.

In its written submission, iiNet concluded that data retention require-
ments would effectively create a statutory exemption to National Pri-
vacy Principle 1.1 under the Privacy Act 1988 (Cth), which requires 
that an organization not collect personal information unless the infor-
mation is necessary for one or more of its functions or activities.11 

iiNet’s statement to the Inquiry raised the likelihood that the pro-
posed data retention requirements will be extended to other fields 
in due course, such as transport, utilities and retailers. The Asso-
ciations pointed out that the inclusion of location data of mobile 

8 Internet Industry Association, Submission No. 187, Parliamentary Joint 
Committee on Intelligence and Security, p8. 
9 Internet Industry Association, Submission No. 187, Parliamentary Joint 
Committee on Intelligence and Security, p8. 
10 Internet Society of Australia, Submission No. 145, Parliamentary Joint 
Committee on Intelligence and Security, p3. 
11 iiNet, Submission No. 108, Parliamentary Joint Committee on 
Intelligence and Security, p12. 
12 The Australian Mobile Telecommunications Association and 
Communication Alliance, Submission No. 114, Parliamentary Joint 
Committee on Intelligence and Security, [3.48].
13 C Porter, news.com.au, 4 February 2013 (available at: http://www.
news.com.au/technology/mark-dreyfus-not-ruling-out-data-retention-spy-
plan/story-e6frfro0-1226570198350); J Gliddon, itnews, 4 February 2013 
(available at: http://www.itnews.com.au/News/331094,data-retention-stalls-
at-committee-level.aspx).

telephone users could result in continuous tracking and surveillance 
of all mobile customers.12 

Given the volume of information that will be collected under the 
data retention proposal, this could have a significant impact on pri-
vacy protections for all Australians. 

Conclusion
With the recent retirement of Nicola Roxon as Attorney General, 
there may be some doubt as to the future of the data retention 
proposal. Roxon’s incoming replacement Mark Dreyfus has been 
reported as being sympathetic to privacy concerns and it is not yet 
clear whether he will support and prioritise the proposal as strongly 
as Roxon.13 However, as the submissions to the Inquiry indicate, if 
the government does proceed with the proposal, there will be sig-
nificant issues to be overcome by the industry.

Nikki Macor is a lawyer at Allens. The views expressed in this 
article are the views of the author only and do not represent 
the views of any organisation.
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