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_ . amation Law Reform on the
Agenda Again:

Proposed Reforms in New South Wales

Sally Barber examines controversial proposals for changes to defamation laws

he Curr Labor Government in
New  South Wales  has

toreshadowed  reform o

defamation law as one of the planks of its
tort law reform program, which will be
introdgiced by legislation in the Spring
session of Parlizment.
At 2 speoch given at the Svdney Institute
on 9 Julv 2002, Premier Carr referred to
the complexity ef defamation fuw and the
high stakes involved in the protection of
individual reputation resulting in long and
expensive litigation and stated that the
reforms are “about striking a balance
between the community's right o know
and  protecting reputations™. The
Premier’s stated view was that oo often
damages awards tor loss of reputation
nen-economic loss — are excessive”™. He
outlined a set of proposals including:

* making greater provision for
resolution of disputes without
litigation:

¢ detailing a process for the use of
corrections and apologies, with costs
penaltics as an incentive. to settle
claims and avoid lingation:

¢ reducing the limitation period for
commencing proceedings from 6
vears to 12 months:

* capping compensation for non-
economic loss o the maximum
amount allowed in personal injury
cases, presently $330.000: and

* barring corporations and statutory
bodies from bringing actions in
defamation.

The Premier summed up by saying the
proposed reforms “will bring the same
commonsense approach to defamarion
thar we've brought to other areas
imvolving civil damages™ .

The proposals stem from a report by a task
force on defamation law reform
commissioned by the Attorney-General to
overhaul the Defamation Acr 1974,
comprised of Protessor Reg Gravear, New
South Wales Law Retorm Commissioner
and Professor of Law at University of
Svdney, Professor Ken McKinnon.
Chairman of the Australian Press Council,
Michael Sexton SC, New South Wales
Solicitor General and Maureen Tangney.
Director Legislation and Policy Division
of the Auorney Gederal's Department.?

BACKGROUND

The Defamation Act 1974 (NSW) (Act)
last had significant amendments made to
it in 1994.° Those amendments:

* limited the role of the jury in
defamation trials to determining
whether the pleaded imputations are
conveyed by the matter complained of,
and, if so, whether they are defamatory
of the plaintiff (resulting in the advent
of separate “section 7A jury trials” on
meaning), with defences and damages
o be determined by the judge alone;
and

* made it a requirement that, in
assessing damages, the trial judge is
to take tnto consideration the general
range of damages for non-economic
loss in personal injury awards in NSW
(including those regulated by statute).
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PROPOSALS AND
COMMENTARY

In respect of the proposals foreshadowed
by the Premier, reducing the limitation
peried for commencing proceedings is a
sensible reform in circumstances where
the object of defamation proceedings is
resteration of the plaintift’s reputation.
Arguably. the harm is immediate and so
too should be the seeking of redress. The
task force relied on this argument and
empirical research showing that over
80%% of actions are commenced within 6
months of publication in making its
recommendation, which mirrors that of
the NSWLRC's 1995 Report on
Detamation *

The recommendation for a cap on non-
economic loss contrasts with the current
position under section 46A of the Act,
which is expressed as a guide only. It is
not clear whether the statutory maximum
Is intended to apply to each imputation
successtully found or to each proceeding
overzll*.but a cap will increase certainty
and make any cost benefit analysis
regarding settlement options eusier to
undertake. However. the reality is that
there have been very few awards by judges
atone for non-economic loss which
exceed 3350.000°. so that the cap may
have little effect on damages awards.

There are many arguments for the
proposal that the right to sue in
defamation be limited to natural persons,
including that other remedies are
available to corporations for damage
caused by a defamatory publication eg
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injurtous falsehood. passing off and
misleading or deceptive conduct under
the Trade Pructices Act. and that some
corporadions use the threat of defamation
proceedings to silence critics” (see eg the
“McLibel case™. Although section 65A
of the Trade Pruacrices Act prevents
proceedings against media organisations
under section 52 of that Act., section 52
can be a very effective alternative to
defamation proceedings®, particularly in
respect of the availability of injunctive
relief, especially where the defamatory
publication is sourced from a competitor.
Whilst Premier Carr’s view is thai
corporations and statutory bodies can
defend their reputations in the media and
by “winning the public debate™ , that
arguinent only really applies to large
corporations. Liability in defamation is
often easier to establish than the
alternative causes of action. For instance,
proot of malice is required to establish
injurious falsehood. Removal of the right
to sue in defamation may therefore result
in serious financial damage to a
corporation, for which there is no
remedy". There are no good arguments
for allowing statutory bodies to sue in
defamation, given their role in society and
the importance of citizens being able to
speak freely about them,

The recommendations of the task force
on defamation law reform. in addition to
that-which was foreshadowed by the
Premier. involve the inclusion of a
statement of objects and principles in the
Act, including “to promote speedy and
non-litigious methods of resolving
disputes wherever possible™!! .

The recommendations also include a
proposal for & new part in the Act called
"Resolution of Disputes  without
Litigation™ which will constitute the first
substantive part of the Act and provide
for a detailed process for corrections and
apologies and, where iappropriate,
monetary compensation. to be available
before proceedings are issued. It is not
clear precisely how this process would be
implemented and the extent to which it
would be mandatory, but the report refers
te “a clear statutory preference for a pre-
trial. non-litigious process™”. There is
much to be said for implementing such a
process. particularly given that most
plaintifts sue to restore thejr reputations
and not for damages' .

The task force recommends that costs
penalties (more onerous than simply costs
following the event) shouid attach to
unreasonable failure o resolve the matter
{eg. tor a plaintiff, not aceepting an offer
of correction or apology where the offer
is considered to have been reasonuble: for
a defendant, not making such an offer
where it seemed appropriate to do 50)",
Whilst this seems an admirable proposal,
the question of how a judge would
mterpret reasonableness of a party’s
refusal to settle arises.

The task force also recommended that it
should be a defence (where an action
proceeds to that stage) that an offer was
made as soon as practicable, the
defendant remained ready and willing to
perform the terms of the offer, and the
offer was reasonable in the
circumstances'. Again, the success of
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The Communications And Media Law Association
Incorporated (CAMLA)
PO Box 545 Glebe NSW 2037 Australia
CAMLA
Essay Prize
The Communications and Media Law Association is holding an essay competition in 2002.
The purpose of the competition is:
® 10 encourage high quality work in communications and media law courses; and
®m to improve links between those studying and practising in the area.
The prize will be given for:
®  a previously unpublished essay which is the original work of the author;

B an essay completed by a student enrolled in an undergraduate or postgraduate course, possibly as
part of that course;

® an essay on a subject relating to communications or media law; and being

B an essay of 1,000-3,000 words. The 3,000 word limit {inclusive of all fooinotes, annexures,
attachments and bibliographies, etc) is not to be exceeded.

A prize of $1,000 and a one year membership of CAMLA will be awarded to the winner.

The winning essay, edited in consultation with the author, will be published in the Communications Law
Bulletin.

The winning entry, to be selected by a panel of experienced communications and media law
practitioners, is likely 1o demonstrate original research, analysis or ideas. The pane! will not necessarily
be seeking detailed works of scholarship.

The award will be made at the annual CAMLA Christmas function.

Only one essay per student may be submitted. Entries will be accepted by emait or by post. Entries
WILL NOT be accepted by fax. Entries submitted by post should include three (3) copies of the entry,
typed well-spaced on A4 paper. The name, address, email, telephone and fax contacts and the tertiary
institution and course in which the author is enrolled should be included on a separate, detachable
sheet. Entries submitted by email should include the same details in a separate email from the entry.
The author's name should not appear on the pages of the essay.

Entries should be submitted to:

Administrative Secretary, CAMLA, PO Box 545. GLEBE NSW 2037, Australia
Email: rosie@bigpond.net.au

by Friday 1 November 2002

Late entries will not be accepted.
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Fhi.\; teform will depend on judges’
|l|llcr|n'cl;llinn ol what is a reasonable
olier,

It was recommended that where
Procecdings hind been issued. mediation
should be ene wraged wherever possible
asauand o resolution of disputes. such
mediation to he conducted by an outside
dispute resolution process, and that a
practice direction should contain a list of
aceredited/anthorised mediators' .

The sk Torce also recommends
amending (he statutory defence of
qu:l!i!'iml privilege (section 22) to make
1t a defence which is workable for the
media, rather than the toothless tiger it
currently is in a media context. There is
only one reported case where a mass
media defendunt has successfully been
able to rely on that defence, and the case
involved o very unusual set of
circustanees'? | The task force proposes
that there be added 1o section 22 a list of
factors the Courts are to consider when
ASSEeSsing  reasonableness., the
requirement to demonstrate which is
currently the downtfall of most media
dttempts (o rely on the defence. The
factors are as follows:

*  theextent to which the subject matter
Is o matter of public interest:

the ¢xtent to which the matter
complained of concerns the
performance of the public functions
or activities of the plaintiff;

the niture of the information:
the serivusness of the imputations;

the exteat to which the matter
distinguishes between proven facts,
suspicions and third party allegations:

the urgency of the publication of the
natter;

the sources of the information and the
ntegrity of those sources;

wlhether the matter complained of
contained the gist of the plaintiff’s
side of the story and, if not. whether
areasomble attempt was made by the
publisher to obtain and publish a
response from the plaintiff: and

any other steps taken to verify the
ttormuion in the matter complained
Ot‘:\_

The Australian Press Council further
proposed that section 22 be amended by
adding a phrase into the beginning of the
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section. so that it reads as fullows: I
the determination of whether the conduct
of the publisher is reasonable under

Subsection (1) fn the livhr of the duiv of

the press to publisl matiers of public
iterest the following matters are
relevant”, because the Councid believes
this addition would have the effect of
drawing the judiciary’s attention to the
lact that newspapers have an obligation
to keep readers informed and that
judgments have o be made about how
carefully and comprehensively the
newspaper conducted its inquiries in the
limited time available before
publication' . This no doubr stems from
the perception. at least by media
defendants, that the test of reasonableness
as currently applied by the Courts ix
unrealistically onerous.

Some members (2 out of 4) of the rask
force expressed concern that the proposed
list to be added to section 22 might not
be seen as moving sufiiciently fur enough
away from the current approach ¢ and
there is merit in that view) and propose
therefore that, in relation to the discussion
of political and government matters onty,
an additional provision in the following
terms be tnserted: “There is o defence of
qualified privilege for a publication
concerning government and political
matters™ and then makes a non-
exhaustive list of what would constitute
such matters™,

The eftect of such an amendment would
be a statutory broadening of the common
law gualified privilege defence in relation
to publications concerning government
and political matters. abolishing the
requirement of reasonableness which has
posed such a barfier to mass media
reliance on any form of the gualified
privilege defence”! .

Under the section of the report dealing
with case management, the role of juries
and the section 7A trial. the task force
recommended that the plaintiff should be
required to take the necessary steps to
bring a matter on for trial and that there
be u default process if no action is taken
after 12 months. whereby the matter
lapses and the action is struck out
antomatically (in contrast to Part 32A
Supreme Court Rules). Where an action
lapses for want of prosecution, the task
force recominended that there should be
no order for costs. However, the task force
recommended that a defendant be able to
apply for costs. in which event a plaintiff
could also apply for the matter to be
reinstated. Otherwise, the Court should

have a discretion as to whether the
plaint ff should be given leave to reinstate
an application onee it has lapsed®.

The task force recommended that there
should be no change to the cureent process
under which the section 7A triad is heard
by ajudge with the jury, and the defences
and damages hearing takes place
separately before a judge alone. Professor
MceKinnon dissented on this point, in tine
with a widespread view held by media
defendants that the section 7A trial
process introduced by the 1994
amendments to the Defameation Act have
increased the complexity and expense
involved in defamation proceedings™

Broadening the defence ol protected
report by creating a specific statutorily
conferred form of protection for
publication of certain third parry
stateinenis, because ol a pereeived (and.
if reasonableness continues to be
interpreted restrictively, real) risk that
cven the revised section 22 would not
protect publishers in respect of reporting
defamatory third party statements. This
would  be achieved by making
amendments to sections 24 and 25 ol the
Act. by adding to the hist of proceedings
of public concern the subject of a
protected report detence “proceedings of
a press conference given by a public
official with the authority of a government
body or instrumentality {including a
minister of the Crown)” and adding 1o
the fist of official and public documents
and records the subject of a protected
report defence “a press release issued by
a public official with the authority of u
government body or instrumentality
(including a minister of the Crown)".
That would reduce the number of
defamation proceedings founded on re-
publication by the media of proceedings
of press conferences and press releases
made by third parties, and relieve the
media of the obligation to check the
veracity of such third party statements
prior to publication.

In closing. the task force expressed its
view that the proposals set out in its report
could form the basis for discussion with
the States and Territories. with a view to
a further attempt to bring about national
reform (there have been many attempts
by the Standing Committee of Attorneys
General, dating back to 19801 . The task
force’s view is that any such reform
process should include a re-think by NSW
of the rule that makes the imputation the
cause of action in that state, the only state
where that rule applies. There have been
contrasting views expressed about this
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proposal=. but arpuably the resulting
requirement  of precision, whilst
potentially increasing the number of
intetlocutory proceedings, simplilies the
Jury triab on meaning.

The proposals were welconmed by some
Altorneys General of other States™.

CONCLUSION

The focus ol the review by the task force
wias staded o be to strike a balance
between the free flow of information on
martters of public interest and importance
and the protection of individual
reputations,

The detait of the sovernment’s proposals,
in the form of a Defamation
(Amendmient) Bill, are yet to be seen, and
no doubt intense lobbying by all inlerested
parties is taking place. 1t is to be hoped
any amendments implemented assist in
achieving the balance sought by the task
force’s stated aims, which can only be of
benefit to both plaintiffs and defendants.

The views expressed in this article are
those of the author and not necessarily
those of the firm or its clients.

Sally Barber is a Senior Associate in the
Sydney office of PricewaterhouseCoopers
Legal, .
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The Media Ownership Bill -
A Divided Senate

Raani Costelloe provides an update on the cross media ownership debate.

he  Senate Environment,

Communications. Information

Technology and the Arts
legislation committee (Committee)
released its Report on the Broadcasting
Services Amendment (Media Ovwnership)
Bill 2002 (Billy on 19 June 2002. The
Bill was introduced into Parlinment in
late March 2002 and was immediately
referred to the Committee. The
Committee invited submissions and held
public hearings at which it heard from
interested parties.

The Bill propeses to amend the
Browdeasting Services Act 1992 (BSA)
by repealing media-specific foreign
ownership restrictions and creating an
exemption to the cross-media ownership
restrictions which would permit a person
or company controlling a commercial
radiv heence. a commercial television
licence and/or a newspaper in the same
licence urea (each o media operation)
provided that separate editorial processes
are maintained between the individual
media operations.

The Report is in two parts:

* one part being the view of
Government Senators comprising the
majority of the Committee which
supports the Bill subject to some
recommendations; and

* the other part being the dissenting
view of the minority Committee
members of the Australian Democrats
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and Australian Labor Party (ALP)
which rejects the Bill and calls fora
broader inguiry into the media
industry.

The Bill therefore faces adifficult passage
through the Senute given that the
Government requires the support of
members of opposition parties in the
Senate to ensure that it is enacted,
particufarly the ALP and the Australian
Democrats, White the ALP has indicated
support for the repeal of media-specitic
foreign ownership restrictions while
opposing the cross-media ownership
amendments, the Government has said
that it will only deal with foreign
ownership and cross-media together in
one package and not separately.

CURRENT CROSS MEDIA &
FOREIGN OWNERSHIP
RESTRICTIONS

The BSA presently prevents any one
person controlling more than one of the
following in uny geographic licence area:

* 4 commercial free-to-air television
licence;

* acommercial radio licence: or
* a4 major newspaper.

The BSA contains specific foreign
ownership restrictions with respect to
free-to-air and pay television licences,
including:

*  free-to-air television: {oreign persons
must not be in a position to control i
free-to-air televiston licence and the
total of foreign interests must not
exceed 20%:

* pay television: foreign interests are
limited to a 20% company interest in
a pay television licence lor an
individual and a 35% compuny
interest in aggregate.

A person is regarded to be in a position
to exercise control of a licence, company
or newspaper if the person has company
interests exceeding 13% . Company
interests can be shareholding, voting,
dividend or winding-up interests. The
Australian Broadcasting Authority
(ABA) may also have regard to other non-
company tnterest factors in determining
the issue of control,

In addition to the BSA, there are controls
on foreign investment in the wmedia under

the Foreign Acguisitions und Takeovers
Act 1975 (Cth) (FATA). In summary:

* all media: all direct (ie, non-
portfolio) proposals by foreign
interests to invest in the media sector
irrespective of size are subject to prioc
approval under the Government’s
foreign investment policy on a
national interest basis. Proposals
involving portfolio share holdings of
5% or more must also be approved;
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* newspapers: |he MErXEmum permitted
dgaregate foreign (mon-portfoliv)
interests iy National  yng
metropolitan ewspapers iy 309
with i 25% limir o any single
forcign sharcholder, The aggregate
non-perttolio fimie oy provincial and
suburban Rewspapers is 509

ABOLITION OF MEDiA
SPECIFiC FOREIGN
OWNERSHIp RESTRICTIONS

The Bit PTOPOses 10 repeal the media-
specific foreign ownership restrictions
inthe BSA with the elfect that al) foreign
vwnership investment i media will be
valy subject to the genceral foreign
ownership faws under FATA which ke
sccount of national inferest CONCEIns.
The Government s tationade is that the
clTent restrictions impede investment in
Australia and that (he repeal of the
estrictions would result in a more
competitive media sector,
Cross-mediu ownership exemption
certificates

The Bill does not propose to repeal the
cross-media ownership restrictions.
Instead. ivereates 3 tegime whereby an
enfity secking to tuke control of a set of
medid operations (in clreumstances
where control wouyld breach the BSA)
may apply to the ABA for an exemption
certificate. The holder of at exemption
vertificate will not be in breach of the
cross-media rules provided that the
conditions of the certificate are met.

The application musy identily the set of
operations currently controlled and
proposed to be controlled. and include
proposed organisational charts and
editorial policies that show how each
tiedia operation will achieve separate:

* editorial policies:

* editorial decision-making; und

* editorial news Mmanagement, news
compilation processes. andg news
Zathering  und interpretation
capabilities.

Provided that separation is Maititained in

these areas. the relevant mediy operations

may share resources and Co-operate,

The rationale behind the exemption
certificate regime is that iy protects
diversity of news sources and opinions
while allowing for common control of
media operations.

The ABA must issue an exemplion
certificate if it is satisfied that the
conditions included in the application are
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sutficiently specific and detailed 0 meet
the objective of editorig] separation for the
relevant set of medis operations.

The observance of the objectives is 2
condition of the entity’s relevant
commerciad  relevision  or radio
bm;ufcuslmg licence.  The ABA%
ettforcement powers include notfication
of & licensee to rectify a breach and the
suspension or cancellation of a licence,
Regional news

The Bill also provides for new licence
conditions on regional commercial
television and radio broadcasting
licensees which are subject to un
exemption certificate 1o maintain
existing or minimum levels of local
news and information.

SENATE REPORT -
MAJORITY ViEW

The Report supported the rationale of the
Bill and concluded that the Bill should he
¢hacted subject o the following four
recommendations, of which three refate to
regional mediy issucs which is a highly
Sensitive area within the Coalition of
Liberal and National Parties comprising
the Government:

* where a media company has a cross-
media exemption, it he required to
disclose its relevant ¢ross-media
holding when it feports on issues or
matters relating to that holding (for
example. when there is a cross.
promotion);

* the Government consider extending its
requirement for the provision of locy]
news and information by regional
media companies the subject of a cross.-
media exemption certificate to all
regionad media companies irrespective
of cross-media interests provided that
there is suificient flexibility so as not

to undermine the financia) viahility of

regional broadcasters:

¢ in regional markets, cross-media
exemptions should only be allowed in
relation 1o proposals that could result
in a media company having cross-
ownership in only two of the three
feneric categories of newspapers,
radio and television. This effectively
Maintains a cross-media restriction on
acompany controlling all three mediz
operations in one licence area:

® the Government investigate the
feasibility of providing appropriate
incentives for regional media 1o
provide local content, such as licence
rebates.

DISSENTING MINORITY
VIEW

A minority dissenting report by the ALP
and Austradian Democrat members of the
Committee opposed the rationale of the
Bill in respect of cross-media ownership,
arguing that the Bill would result in
concentration of media ownership
amongst three commercial mediy
companies which is against the public
interest. They rejected the Government's
view that new technology such us the
Internet has resulted in greater diversity

in media because of the dominance of

existing media companies in new
platforms.

The dissenting report was highly critical
of the exemption centificate regime on the
basis that it was ineffective and overly
interventionist, It also raised the issue thut
the regime muy be open to legal challenge
on the basis of it being unconsiitutional in
respect of its regulation of newspaper
editorial processes.

The Austrafian Democrars apposed
amendments media-specific foreign
ownership restrictions thyt would allow
foreign control of mediy operations,
Conversely, the ALP Was supportive in
principle of the provisions in the Bifl
which allow foretgn control provided that
nationad interest considerations remain.

CONCLUSION

The Government will most likely proceed
with amending the Bilt (o address the
concerns raised in the majority Report ang
introduce the Bill into Parliament,
However. the substantial rejection of the
Bill by the minority parties in the Senate
is going to make it difficy]s for the
Government to enact the Biil.

The views expressed in this ariicle gre
those of the quthor aned ney necessarify
those of the firm or itg clients.

Raani Costellge is q Senior Associgte at
the Sydney office of Allens Arthyr
Robinson
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An Overview of New Zealand’s New
Telecommunications Regulatory

Regime

Seth Eeles examines New Zealand’s new approach to telecommunications regulation.

OVERVIEW

ollowing the recommendations of

the Ministerial Inquiry into

Telecommunications, the New
Zealand Government decided to establish
a regulatory scheme specific to the
telecommunications industry. This
marked a shift away from New Zealand's
previous reliance on general competition
taw for regulation of the industry.! While
the scope of the new regulatory regime is
carefully limited. its relative simplicity
and specified decision timeframes may
well produce more expeditious and
efficient outcomes than more eluborate
reguiatory regimes.

The legistative basis for this scheme s
the Telecommunications Act 2001 (Act).
The Act has § primary components:

¢ The Telecommunications Commissioncr;

* The Access System;

¢ The Telecommunications Service
Obligations:

¢ General Network Regulation: and

* A System of Self Regulation.

THE TELECOMMUNICATIONS
COMMISSIONER

The Act establishes the new office of the
Telecommunications Commissioner.”
The Telecommunications Commissioner
is 2 member of the Commerce
Commission® who performs most of the
new telecommunications-specific
functions of the Commission under the
Act. This new office and the additional
fupctions of the Commission are funded
by levy on industry participants.

THE ACCESS SYSTEM

Part 2ot the Act sets up un access system
based on the concept of Designated and
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Spectlied Services. These are the services
regulated by the Act and are defined
simply as those services described in
Schedule | (see betow for alist of inidally
Designated and Specified Services). In
relation to Designated Services, the
Commission has the power to determine
both the price and non-price terms and
the Act specities initial and final pricing
principles for each Designated Service.
in relation to Specified Services. however.
the Commission is restricted to
determining the non-price terms of
access. Schedule | of the Act provides a
list of initind Designated and Specified
Services along with various conditions
and principles of access.

In addition, the Comnussion may make
recommendations for the alteration of
Schedule 1 which are in accordance with
the purpose of this scheme which is stated
to be: .

“te promote competition in
teleconmmintications markets for
the long-rermn benefir of end-users
of telecommunications services
within New Zealand by regulating,
el providing for the regulation
af. the supply aof certain
telecommunications services
benveen service providers.™

The Act goes on 10 state that:

“In determining whether or not,
ar the extent to which. any act or
omission will result, or will be
likelv to result, in competition in
teleconununications muarkets for
the long-term benefit of end-users
of telecaimunications services
within  New Zealund, the
efficiencies that will result, or will
be likely 1o result, from that uct
or omission must be considered.”

Designated Services are further split up
into Access Services and Multinetwork
Services. A Multinetwork Service appears
to be a service that involves more than 2
access providers such as number
portability, whereas an Access Service

appears to be a service provided
bilaterally between an aceess provider and
an access seeker {eg interconnection,
retail services).

The list of initial Designated and
Specified Services is set out below,

Designated Aceess Services

* [nterconnection with Telecom™s fixed
PSTN:

* Interconnection with fixed PSTN
other than Telecom's:

*  Retail services offered by means of
Telecom's {ixed telecommunications
network;

¢ Residential 1feal access and calling
service offered by meuns of Telecom’™s
fixed telecommunications network:

*  Bundle of retail services offered by
means  of  Telecom's fixed
telecommunications nerwork: and

*  Retail services offered by means of
Telecom’s fixed telecommunications
network as part of bundle of retail
services.

Designated Multinetwork Services

* Local telephone number portability
service;

* Cellular telephore number portability

service;

+  National toll-free telephone number
portability service; and

* Telecom's fixed PSTN o mobile
carrier pre-selection service,
Specified Services

*  National roaming;

* Co-lecation on cellular mobile
transmission sites; and

*  Co-location of equipment for fixed
telecommunications services at sites
used by Broadcast Communications
Limited.
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In addition to various conditions and
principles for certain specific services.
Schedule | also sets out the following
standard access principles for cach
Designated Acceess Service and Specitied
Service:

*  the access provider must provide the
service o the aceess seeker ina timely
manner;

¢ the service must be supplied to a
standard that is consistent with
international best practice; and

»

the access provider must provide the
service on terms and conditions
{excluding price) that are consistent
with those terms and conditions on
which the access provider provides
the service (o itself”

These are in turn subject to the following
limitations:

reasonable technical and operational
practicability having regard to the
access provider’s network:

* network security and safety:

¢ existing legal duties on the access
provider to provide a delined level of
service to users of the service;

* the inability, or likely inability, of the
aceess secker to comply with any
reasonable conditions on which the
service is supplied; and

* any request for a lesser standurd of
service from an access seeker.”

Although the government has
emphasised the importance of
commercial negotiations for the
resofution of access disputes®. the
remainder of Part 2 of the Act provides
for a determination process where these
negotiations are not successful. There are
separate determination processes for
Designated Access Services/Specified
Services. Multinetwork Services and the
review of pricing determinations. The
determination processes specify
timeframes which the Commission must
make “reasonable efforts” to comply with
(for example, the Commission must make
reasonable efforts to prepare a
determination that includes the price
payable for a Designated Service not later
than 50 working days after giving notice
of its decision to investigate” ).

Since the commencement of the Act, the
Commission has received applications for
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Call me ... Callme now.,/

determinations trom Telecom New
Zealand in relation to interconnection
services and TelstraClear and in refation
to buth interconnection and wholesale
services, The Commission decided to
investigate the interconnection service
applications jointly and to” [imit the
TelstraClear  wholesale  service
application as it decided that TelstraClear
had provided insutficient information to
decide whether certain requested services
fell within the definition of Designated
Access Services. The Commission has
#lso conducted consultations into the
appropriate methodologies for the pricing
of various designated services.

THE TELECOMMUNICATIONS
SERVICE OBLIGATIONS

Part 3 of the Act sets up a new and more
flexible universal service scheme to
supplement or replace the existing Kiwi
Share Obligation (KSO0)'" called the
Telecommunications Service Obligations
(TSO). The KSO effectively required
Telecom to provide a certain basic basket
of services to residential customers at a
fixed price {or at no per call charge. in
the case of local calls) irrespective of the

location of the customer or cost of
providing the service to the customer.
K350 losses were then recovered through
the inteconnection fee.

The purpose of the TSO is to:

“facilitute the supply of certain
telecommunications services to
groups of end-users within New
Zealand  to whom those
telecommunications services inay
not otherwise be supplied on a
comnercial basis or at o price that
is considered by the Minister to
be dfforduble to those groups of
end-isers™"

The TSO in New Zealand is broader and
more flexible than the "loss making
service area” model adopted in Australia.
The USO lund in Australia is calculated
purely on a geographic basis and is
therefore limited to rural and remote areas
where sparseness of density increases the
Ccosts per customer to such an extent that
the customer becomes loss making. In
New Zealand, while geographic
proximity is recognised as a contributing
factor towards the affordability of
telecommunicuations services, there are
other issues which also do so.
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Like Australia, the New Zealand TSO is
not limited to Telecom (although see
below for comments regarding the roll-
forward of the Kiwi Share scheme). Any
“service provider” is able to meet the
TSO. as deseribed turther below.

Legislatively, the TSO is established by
a4 TSO instrument. In accordance with
section 7004} of the Act, a TSO
instrument must:

¢ record a contract or arangement or
an understanding between the Crown
and a service provider for the supply
of a particular telecommunications
service or range of
telecommunications services;

* identify the group of end-users to
whom the service must be supplied;

¢ define the geographical area within
which the service must he supplied;

* specify the retail price at. or below
which, the service maust be supplied:
and

* specify the criteria that must be met
© for the standard of the service to be
supplied.

Sections 70-71 provide for the Telecom
KSO 10 become a desmed TSO
Instrument and for its replacement with
a “new KSO". In December 2001, the
Government and Telecom entered into a
deed that operates in place of and in
addition to the KSO. Despite this, the
TSO system allows for TSO Instruments
with service providers other than Telecom
and section 70(3) requires the Minister
e assess whether each of the obligations
of a TSO Instrument is contestable.

Subpart 2 of Part 2 provides for
contributions for the cost of compliance
with the TSO from other operators based
on revenue. Subpart 3 allows the
government to enforee a TSO [nstrument
vid the courts.

Since the commencement of the Act, the
Commission has conducted a consultation
process to determine the implementation
and costing of the TSO.

GENERAL NETWORK
REGULATION

Part 4 of the Act creates a system of
voluntary registration as a network
operator to “facilitate entry into, and
competition in, telecommunications
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markets™'". Although
telecommunications service providers
need not apply for network operator
status, such a declaration provides certain
powers with respect to the entry of fand
and the construction/maintenance of a
network. Part 4 also makes rules celating
to networks generally including rules for
connegction to and the misuse of a
network.

SELF REGULATION

Schedule 2 of the Act ailows for the
preparation of telecommunications access
codes by an industry forum in relation to
Designated and Specified Services and for
the process of vartation and/or approval
of such codes by the Commission.

Telecommunications access codes can
only provide for:

* procedures, requirements., and other
matters, not inconsistent with the Act,
in respect of the implementation of
applicable access principles with
respect to Designated Access Services
of Specified Services: or

* the functions that must be performed”
by a system for determining the
service and the standard to which
those functions must be performed
with respect to a Designated
Multinetwork Service.'

Such codes cannot provide for the
implementation of pricing principles in
relation to designated access services or
the apportionment of the cost of
delivering a Multinetwork Service.

Although there appears to be nothing
preventing the forum from creating codes
relating to  services that are not
designated or specified, such codes would

" not be covered by the operation of the Act.

The views expressed in this article are ~

those af the author and nor necessurily
those of the firni or its clients.

Seth Eeles is a lawyer with Gilbert and
Tobin, Sydney

1 For a discussion of this shift, see
“Beginning of the End of “Light Handed"
Telecornmunications Regulation in New Zealand”
by Tristan Gilbertson

(hitp://203.111.11.66emplates/publications/
default.jsp?pubid=296)

2 See part 1 of the Act

3 The Commerce Commission is New
Zealand's equivalent of the ACCC.

4 Section 18{1)

5 Section 18(2)

6 Schedule 1, Subpart 2. clause 5

7 Schedule 1, Subpart 2, clause 6

8 ’ Anindication of this is the requirement

that any party applying for a determination tor a
designated access service must demonstrate that
they have ‘made reasonable attempts to negotiate
the terms of supply of the service”.

9 Section 28(1)(b}

10 This was Telecom's existing universal
service obligation.

1 Seclion 70{1)

12 Section 102(1)

13 Schedule 2, clauses 2 &3
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Telstra Corporation Lid. v Hurstville
City Council, Optus Vision Pty Limited v
Warringah Council - The Decision of the

Full Federal Court

Angela Brewer updates the progress of this watershed case regarding telecommunications

infrastructure.

arlier this year the Full Federal
ECourt delivered its decision in

Telstra Corporation Lid. v
Hurstville City Couneil; Optus Vision Py
Limited v Warringah Counet 20021 FCA
385 (4 April 2002). This judgment
reversed the earlier decision of Justice
Wileox  who  had  found thas
telecommunications carriers were
subject to local government charges
under section 611 of the Local
Guovernment Act 1993 with respect to the
telecommunications infrastructure they
had installed over and under pubtlic land.
This judgment was seen as a great
success for the Councils in uphoiding the
charges and rates in respect of cables by
Councils throughout NSW and Victoria.

The Full Federal Court, reduced to a
bench of two judges due to illness and
comprising Justices Sundberg and
Finkelsrein, found in favour of the
carriers on only one ground ol appeal
relating to clause 44 of Schedule 3 of
the Telecommunications Act 1997
(“Act™). The Court declined to
determine the question of whether
charges under section 611 were an
excise, contrary to section 90 of the
Constitution. In relation to the question
of whether the charges were levied by
the councils for an improper or
extraneous purpose, the Full Federal
Court stated that they agreed with
Wilcox J, finding “that the purposes
alleged to be extraneous” were not in fact
extraneous.

WHETHER SECTION 611
CHARGES ARE
DISCRIMINATORY

At first instance, Justice Wilcox left
undecided the question of whether the
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application of charges under section 611
were discriminatory against carsriers
having regard to clause 44(1) of
Schedule 3 of the Act. On appeal, the
Court found in favour of the carriers on
this ground.

The Court held that section 611, to the
extent that it authorised councils o levy
and recover charges in respect of cables
erected or placed on, under or over a
public place, was discriminatory and
therefore invalid pursuant to clause 109
of the Constitution.

The Court relied upon a dissenting
judgment of Justice Stevens in a United
States Supreme Court decision of
Department of Revenue of Oregon v
ACF Industries 510 U.S. 332 (1994) to
support its finding. No further authority
was cited in support of the Court’s
decision.

With the Full Federal Court declining
to determine the issue of excise and
supporting the finding of Wilcox I in
relation to extraneous purpose, the
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Judgment in favour of Telstra and Optus
may not give the carriers the level of
comfort they require.

HIGH COURT CHALLENGE -
COUNCILS TRIUMPHANT?

The decision of the Full Federal Court
did not represent a resounding win for
telecommunications carriers. Of the four
grounds of appeal raised. the Full
Federal Court only determined two
issues:

¢ discrimination. which they based
upon the judgment of a single
dissenting judge of the United States
Supreme Court; and

*  extraneous purpose, they formed the
view that the purposes alleged to be
extrangous were not.

The Councils of NSW and Victoria have
filed Applications for Special Leave with
the High Court seeking orders that the
judgment ol the Full Federal Court be
set aside on the grounds that the Full
Federal Court erred in finding that
section 611 discriminates against
telecommunications carriers.
Additionally, the Councils now seek an
order that the Full Federal Court erred
in its tinding that it was not appropriate
to deal with the question of whether
section 611 imposed a duty of excise.

With the Application fliled. we must now
wait to see whether the High Court will
grant the Councils leave t challenge the
findings of the Full Federal Court. It is
anticiputed that the special leave
application will be heard by the High
Court later this yvear.

The grant of special leave to appeal by
the High Court is discretionary. For
special leave to be granted, the matter
has to be one of either public importance
or interests of justice require that leave
be granted. Arguably. this case is one
such matter of public importance as it
involves the question of construction of
section 51(v) of the Commonwealth
Constitution. The characterisation
which has been placed upon that section
by the Full Federal Court is one which
would stgnificantly broaden
Commonwealth power. This case also
raises important questions concerning

the interrelationship between
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Commonwealth and State laws,
inclading the manner in which section
109 of the Constitution operates: and the
use of public lands of New South Walex
and Victoria, and potentialty all other
States of Australia,

This iy a matter with significant
implications for Commonwealth — State
relations in Australia.  As such it is a
matter in which in the writer’s view, it
would be uppropriate for the High Court
to grant special leave to the Councils of
New South Wales and Victovia

PUSH TO PLACE CABLES
UNDERGROUND

Qutside the
telecommunications cables have again
come under the spotlight.

court room

There is current report before the State
Government which proposes that all of
Sydney’s electricity cables be placed
underground. The report acknowledges
that such a move would costs as much
as $3000 o household and discusses
altegnative methods of funding the push
underground. The report has received
wide community and government
support. '

Local Government has been a continuing
advocate of putting cables underground.
Councils® stance found its way into the
present action where. at first instance,
Telstra and Optus sought to argue that
the decision of the NSW Councils to
make and levy a charge on
telecommunications carriers in respect
of cables was taken for a purpose
extranecus to section 611 of the Local
Government Act — namely to penalise
the installation of above-ground
telecommunications cables and to
discourage further instaltation of any
such cables. Evidence showed that many
councils levied a higher rate or charge
for cables which were above ground
compared to the rate charged for cables
which were below ground. Although
there was a disparity between the
charges. Justice Wilcox found against
the telecommunications carriers’
assertion.

With such a strong push by the State

Government to put electricity cables’

underground. telecommunications
carriers must be looking at the road

ahead and asking how long it will be
before they too must place their cables
underground.

The views expressed in this article are
those of the anthor and not necessarily

those of the finm or ity clienty.

Angela Brewer iy Solicitor at the
Sydney office of Deacons.
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Interception Law Under Scrutiny

On the anniversary of September 11, Ben Kuffer reviews the rise and fall of a key plank in the
government’s post September 11 2001 reforms.

INTRODUCTION

The Federal Government's widely criticised
hardiine response to the September 11 2001
tervorist attacks has been deult a blow. with
the Senate rejecting certain controversial
proposed  amendments  to  the
Telecommunications (Intercepiion) Act
1979 ("TIA™. The impact of the aboutface
means, at feast fornow, a victory for privacy
in the telecommunications sector and a
continuing level of conlusion for certain
telecommunicitions sector participants
such as internet service providers.

This article reviews the key components of
the TIA and the proposed amendments,
considers whether the TIA remains effective
in light of dramatic changes in technology
and policy since its inception, and considers
whether Australian’s have missed yet
another opportunity for debate. The article
does not consider the more specilic
procedural amendments proposed by the
Bill such as the proposed amendments o
the TIA relating to the Western Austratian
Anti-Corruption Commission, the Royal
Commission into Police Corruption or the
NSW Independent Conumission Against
Corruption' .

HISTORY OF THE
TELECOMMUNICATIONS
(INTERCEPTION} ACT 1979

The TIA details the rights and
responsibilities of Australian’s in relation
to the interception of communications. On
its intraduction, the TIA significantly
expanded the grounds for which telephene
interception may be authorised. Due to the
increasing use of computers and electronic
technology, the TIA extended the scope of
protection from interception to include other
telecommunications services such as data
transfer systems®.

The TIA is atool used to regulate the access
of law enforcement agencies to private
communications. The TIA became the
secure legal basis for the use of telephone
intercepts for general law enforcement
purposes’ but this was coupled with an
~objective to protect the privacy of
telecommunications passing between users
of telecommunications systems™. The
tension in the TIA is that it is per ¢ an

Communications Law Builetin, Vol 21 No 2 2002

offence w intercept telecommunications but
this is balanved with Parliament’s and the
broader community”’s law enforcement and
national security interests.

Commentators have noted that “in
Australia the legislation governing the
interception of communications is not
entirelv satisfactory™ and the TIA has been
described as “a model of legislative
obscurity, being confusing, circular and
verbose™.

CASE LAW - WORKINGS OF
THE TIA

It 15 useful to drill-down into the workings
of the TIA and. by reference to case law. to
determine exactly what is permitted and
prohibited in relation to intercepting
communications in the Australian
telccommunications system.

Interception is defined in section 6(1) of
the TIA as:

*Linterception of a conmmunication
puassing over d telecommunications
svstem consists of listening ro or
recording, by any means, such
connmiication in its passage over that
telecommumications svstem without the
knowledge of the person making the
conununication”,

(a) Telecommunications System

The TIA only applies to communication
passing over a "telecommunications
system”, and as such the definition of
telecommunications system is critical. The
definition of “telecommunications system™
and “telecommunications network”
contained in section 3 of the TIA have the
effact of limiting the application of the TIA
to communications which pass over a
system or series of systems for currying
communications by means of guided or
unguided electromagnetic energy or both.
and includes equipment, a line or other
facility that is within Australia. but does
not include a system or series of systems
for carrying communications solely by
means of radiocommunications™. 1f a
communication is made solely by means of
radiccommunication it may be intercepted
without intringing the TIA,

The distinction  between radio
communications (a form of unguided

electromagnetic energy) and the definition
of “telecommunications network”
contained at section 5 of the TIA is unclear.
However, the TIA has been amended so that
the definition of telecommunications system
now more clearly includes mobile
telephony.

The current definition of
telecommunications system is broad enough
to cover technological advancements that
we know about at present, such as optic fibre
and other opto-glectronic developments.
because these new developments are guided
or unguided®. The problem. however. is
whether there is sufficient flexibility in the
legislation to cover what has not yet been
invented and to distinguish any ‘new’
telecommunications network {as defined)
from a radiocommunications network.

(b) Passing Over

As described above, another component of
interception under theTIA is the fact thut
the communication must be “passing over”
the telecommunications system. Numerous
cases have considered what is meant by the
term passing over and the Courts have
applied a technical test to determine same”.
The Criminal Court of Appeal in Edelsten
upheld Lee J.’s decision in the original
Edelsten trial'’ to reject an argument put
forward by the plaintitf that electromagnetic
waves picked up by a scanner were free in
the air and not passing over a
telecommunications system. ‘The judgs
held that the mobile phone's
electromagnetic waves were in fact part of
a system controlled by the then Telecom
which had control of the transmitting and
receiving unit. The means used to listen to
or record the signal in the cowrse of the
passage over the telecommunications
system was held by the court to be
irrelevant'! .

Passage over a telecommunications system
was also considered by the judiciary in
Miller v Miller (1978)" (“Miller’”). Here
the High Court applied an earlier 1960 Act
and, among other things, concluded that
the 1960 Act was inconsistent with the State
listening devices legislation" and to the
extent of the inconsistency, the 1960 Act
applied. In essence the High Coust, by
accepting that the Commonwealth Act
applies, concluded that the recording of a
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conversation by a party lawfully on a
premises but eavesdropping on another
extension did not constitute interception of
4 communication passing over a
telecommunications system and was
therefore admissible in the original Family
Court proceedings because the listener was
lawtully on the premises and the
communication at a second extension was
passing over the telecommunications
system. The judgment in Miller allowing
the admission of the recorded phone call
between the maother and child at the centre
of a custody dispute goes against Sackville
1.5 comments in Taciak which suggest a
“restrictive approach to the construction of
the statutory exceptions to the prohibitions
on the interception of telecommunications
and on the use of lawfully obtained intercept
information™".

In Harvey v Bunmgart ( 1965), Gowans J
held that “passing over” required an
element of “autormatic simultaneousness™".
In R v Curran’” McGarvie J held that a
portable tape recorder held to the carpiece
of a telephone which was being used by
another person illegally (ie a wire had been
run so that a legitimate service was being
charged foranother person’s cutls) was no
an interception because the recording of the
communication passing over the
telecommunications system was done by
equipment not part of the service'™. See
further B v Luciuno Giaccio SASC 6103
L1997,

McGarvie J distinguished the decision of
Cosgrove ] in R v Migliorini®” because the
tape recorder in that instance was attached
directly 1o the wire and made its recording
“directly by the electromagnetic energy
passing through the service™' . Cosgrove
noted that the legislation would not capture
an external recording device but McGarvie
disagreed with this limited construction™
of interception and. following the decision
in Mifler held that an external tape recorder
held up to an easpiece recording the sounds
being emitted was in fact recording of o
sommunication  passing  over the
telecommunications system.  This
interpretation was confirmed by the
minority in Tv The Medical Board of Souih
Australia (19925 T v Medical Board
$4 "1 and the decision in Miller by the
majority is inconsistent with 7y Medical
Board SA.

(¢) Without the Knowledge

The third element of the definition of
interception of a communication is that the
interception must be made “without the
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knowledge™ of the person making the
communication. In T'v Medical Board SA™
interception was held to occur it a third party
intrusion inte a communication was made
without the knowledge of the caller or the
recipient’. The TIA offers no protection
as between the cailer and the intended
recipient, but only against an invading third
party™.

PROHIBITION ON
INTERCEPTION - SECTION 7
OF THE TIA

Section 7(1) of the TIA prohibits the
interceplion (as defined above) of
communications passing  over the
telecommunications system in the following
circumstinees;

“A person shall not:
et} intercepl;

(b} eunthorize, suffer or pennii
another person to intercept; or

fe)  doany act or thing that will
cnable i or her oF anather
person to intereepl;

¢ communication passing over d
telecommutications svstem”

EXCEPTIONS TO THE
PROHIBITION

These prohibitions are subject to certiin
exceptions which allow for interceptions to
be made in connection with certain
activities including, without limitation,
interception of a communication by a
person;

e who is an employee of a carrier in the
course of his or her duties for or in
connection with, among other things
the installation of any line or equipment
used or intended for use in connection
with a telecommunications service™ .
the operation or maintenance of a
telecommunications system™ or the
identifying or tracing of any person who
has. is suspected of or is likely to
contravene a provision of Part VIIB of
the Crimes Act 19147 where 1t i35
reasonably necessary for the employee
to do that act or thing in order to perform
those duties etfectively:

who is another person lawfully engaged
in duties refating to the installation or
maintenance of equipment or a line™;

e who is lawfully engaged in duties
relating to the installution. connection
or maintenance of equipment used, or
to be used. Tor the interception ol
communication under warrants '

o which is incidental to, or resulis from
action taken by an officer of the,
Australian Security Intelligence
Organisation in discovering where
listening device is being used at or is
located ™ ;

o under @ warrant’; or

* inan emergency (as defined in section
30 of the TIAY™.

I is important to note that the stipulation
that communications may not be intercepted
is abso waived (ie. in addition to those
exemptions listed above) if an officer of an
ageney™ is a party to the conversation and
thete wre reasonable grounds for suspecting
that another party to the communication
fhas, among other things, caused or
threatened to cause serious injury, killed or
threatened (o kil another person. seriously
damaged property or threatened to tike his
own life. The provisions ol s. 7(6) of the
TIA give broad powers to certiin officers
o retrospectively apply for Class One and
Class Two warrams in in “emergency’
situation.

TELECOMMUNICATION
INTERCEPTION WARRANTS

The issuing of interception warrants by the
Atorney-General to ASIO and other law
enforcement agencies is subject to spevilic
and detailed regulations. In the case of law
enforcement agencies, warrants may be
issued to assist in the investigation of certain
serious oftences as defined in sections 5 and
SDof the TIA™. Warrants can be obtained
in relation to particular identified
tefecommunications services or any
telecommunication service that is used or
is likely to be used by a named individual.

WHAT IF THE TIA DOES NOT
APPLY?

The above cases and the development of
judicial opinion has shown that as a general
rule listening in to or recording
conumunications using equipment which is
“electronically connected into or which
intercepts radio signals transmitted by a
telecommunications system'™ is covered
by the TIA. If the equipment is external to
the telecommunications system then the
State bused listening devices legistation
applies™. This is reinforced by Barwick
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ClI in Mifler who states, “the TIA does
evinee i clear intention to be the whole Taw
on the nuatter of telephonic taterception™™
and, as a result, holds that the TIA prevails
over the State based legislation.  This is

consistent with the provisions of s. 109 of

the Constitution™, 1 the Stute based
legistation dues not apply then the stardard
search warrant provisions apply.
Telecommunications interception is also
dealt with under the Teleconumunications
Acr 1997 (*TA™). This article does not
attempt to deal with the provisions of the
TA. suffice to note that the essential
difterence between the TIA wnd the TA in
respect of telecommunications interception
is that the TIA “makes it an oftence for
anyone. subject to certain exemptions to
intereept telecommunications™' whereas
Part 13 of the TA makes it an offence for
people  in the  business  of
telecommunications to disclose or use
confidential communications that come into
their knowledge or possession through their
legitinate business.

TELECOMMUNICATIONS
INTERCEPTION
LEGISLATION AMENDMENT
BILL

On 27  Seplember 2001. the
Teleconmmutications Interception
Legislation Amendment Bill (2001) (*2001
Bill") was introduced before the House of
Representatives.  The 2001 Bill had not
passed either Chamber before the
Parliament was prorogued tor the 2001
Federal Election and consequently it lapsed.

On {2 March 2002, after the federal election
had been held and importantly the world
had experienced the dramatic events of
September 11 2001, the now amended
Telecommunications Interception
Legislation Amendpent Bill (2002 (2002
Bill") was re-introduced into the House of
Representatives by the Attorney General.
The 2002 Bill expanded on the 2001 Bill
by including a new offence {act of terrorism)
for which a telecommunications
interception warrant may be sought. The
2002 Bill was introduced by the Federai
Government as one compenent of a suite
of some five anti-terrorism bills . Amid a
storm of controversy the 2002 Bill was
passed the next day by the House of
Representatives and introduced into the
Senate on 14 March 2062,

The Senate refused to puss the suite of bills
and demanded an enquiry be conducted by
the Senate Legal and Constitutional
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Legislation Committee (“SLCLC”). This
report has been tabled and contains
significant recommended amendments to
the 2002 Bill and the other 5 anti-terrorism
hills. There has been an outery, indicated
by the a total of 431 submissions to the
SLCLC, in relation to the legislation and
the unwillingness of bi-partisun members
of the Senate to rush to pass the bills
notwithstanding the panic that tollowed 11
September 2001. The Committee’s report
(“SLCLC Report™) wus released in early
May 2002 and it contained some key
recommendations in relation to both suite
of anti-teyrorism bills and specifically the
2002 Bill*,

Although soine amendments to the TIA did
carry, the Senate rejected amendments that
would have allowed law enforcement
agencies to access, without a warrant, the
content of messages such as email,
voicemail and SMS, while such
communications were delayed or

temporarily stored on a telecommunications

service providers” equipment during transit.
The purpose of the 2002 Bill was to amend
the TIA* to, among other things;

¢ expand Cluss | and Class 2 offences
to include offences constituted by

conduct involving acts of terrorism,
child pornography and serious
arson™; and

s legislatively clarify the application of
the TIA to telecommunications
services involving a delay between the
initiation of the communication and
its access by the recipient. such as
emai] and short messaging services®

(a) New Offences

As stated above, the 2002 Bill expanded
the Class | and Class 2 offences in relation
to which a telecommunications interception
wautant may be sought,

The Federal Attorney-General, in the
Second Reading Speech for the 2002 Bill
stated. in relation to the proposed
amendments dealing with “terrorism™ as
an offence, that “these provisions and other
measures taken” (that is the suite of bills
introduced as part of the terrorism
legislation), “are designed to bolster our
armoury in the war against terrorism and
deliver on our commitment o enhance our
ability to meet the challenges of the new
terrorist environment™” .

The proposed amendments do not define
what is meant by an offence being that
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“constituted by conduet involving an act or
acts of terrorism’™. The Explanatory
Memorandum to the 2002 Bill states that
the reason for this is so that intercepting
azencies are able to seek interception
warrants in connection with terrorism
offences howsoever they are defined in
relevant legistation™. Tt is unclear as to
what these offences are, This is a significant
risk to the privacy of users of the
telecommunications system.

The Senate passed the proposed new Class
I and Cluss 2 offences, with the exception
of “terrorism’.  However. the Government
stated that it intended 1o reintroduce this
provision in the spring sitting of parfiament.
1§ terrorism is included as a Class 1 offence
it will be less well defined-than the other
Class | offences of the TIA. Also. dug o
its classification as a Class | offence it will
be subject to significantly less preconditions
for the isswance of a warrunt than the
stringent conditions used to determine the
result of an application for a Class 2
warrant*’ . This amendment is clearly a
reaction to 11 September. The underlying
theme of the SLCLC Repoert and
submissions relating to it suggests that the
amendments have been rushed and ill-
planned.

{b) Delayed Access Message Services

The other controversial amendment to the
TIA is the proposed new sections 6{3)-(3)
which deal unsatisfactorily with the concept
of delayed access message service™ . Of the
400 plus submissions to the SLCLC, only
a select few mentioned these amendments
which attempt to indicate when delayed
access message services. such as emails and
voicemail, will be regarded as
communications  passing  over d
telecommunications system and thus
subject to the TIA and the requirements
surrounding interception wartaots.

These provisions were also rejected by the
Senate.  As with the terrorism provision.
the Government has also stated its intention
to reintroduce the delayed access message
service amendments into parliament later
in the year. For this reason. analysis of these
proposed amendments is relevant.

The Attorney-Generl in his second reading
speech stated:

“The amendments nake it clear that a
conynnication will fall owrside the
definition of interception where it is
stored on equipment and can be
aceessed using thar equipment but
withour reference el the
teleconmunications nenvork”
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In that event. agencies will he able to access
the communication using a search warrant
or other means with a less stringent test for
issuance. It is not clear ifL as indicated in
submissions, the 2002 Bill intended to
protect emails from the time they are sent
to the point at which they have been
downloaded to 2 recipient’s computer™.
They in fact may not be protected for
anywhere near as long as that indicated
under the amendments depending on the
techinology used by the recipients email
provider and his method ol accessing

same™,

Problems alsu arise with messages stored
on an [SP's server as such messages can be
accessed by the equipmient on which it is
stored without using a felecommunications
line.  Access to these commumnications is
available to anyone with access tothe ISP
premises and computer passwords. The key
risk is that an agency possessing only a
search warrant, or merely a certificate issued
under Part 13 of the TA, may access such
communications in this way rather than
acquiring an interception warrant®™ .

The relevant section of the 2002 Bill sought
to insert al the end of the TLA section 6.
{from above the clause dealing with what
constitutes an interception for the purposes
ol the TIA), certain provisions which
indicate when delayed access message
services such as email and voicemails will
be regarded as passing over
telecommunications system and thus
subject to the protection of the TIA.

The essential problem with the proposed
amendments is the arbitrary distinction
drawn in relation to the form of access. 1.
for example, a person needs to access 4
telecomnunications service in order to
access an email or voicemail message then
an interception warrant is required. If
however. the same voicemail or email can
be accessed from a company’s premises
without the use of the telecommunications
system, for example potentially if the
voicemail is digitised and stored on a
computer hard-drive or an email is stored
on a server, then the provisions of the TIA
will not apply™. In that event some other
lawful authority will be required before a
third party could access the message or
email® . The probable reason for this is
that. if a message isn’t passing over a
communications system, it may be beyond
the scope of section 51 of the Australian
Constitution.

The proposed amendments may lead to the
sttuation where voicemail and email at the

service provider's location are not protected
by the TIA and may be accessed with a
warrant, however A
telecommunications interception warrant
will be required af the time that the intended

recipient daccesses the messages.

search

The proposed definition of deluyed access
message service is atso problematic in
relation to the GSM mobile phone short
message service ("SMS™. Under the
proposed amendments an SMS message in
ils passage to a handset would be protected
by the TIA but once it is opened or stored
on the phone’s SIM card it would no longer
he covered by the TIA, Likewise, as with
an email message. once it has been
downloaded or rephicated o a computer
hard drive whether or not at the point of
downloading the message has been opened.

IMPACT OF PROPOSED
AMENDMENTS

The focus of Australia’s
telecommunications regulatory framework
is that of a light touch selt-regulation based
model  with  significant  consumer
protections™. A key aspect of the consumer
protection provisions is for codes of conduct
to be developed consultatively by ali
stukeholders in the industry. The Australian
Communications  lodustry  Forum
(A CIF™. an industry body established to
manage the telecommunications industry s
response (o self-regulation through asystem
of committees and working groups made
up of representatives from the industry.
consumer groups and the various
regulutors. has facilitated the development
of a veluntary guidelines entitled
“Partictpant Monitoring of
Commisunications™ . The guidelines are
intended to provide guidance to call centres,
carriage service providers and carviers who
have need to monitor communications by
other people within the
organisation {eg supervisor).

relevant

The ACIF guideline is a valuable resource
for participants in the telecommunications
industry and provides a good summary ot
the Act from a practical perspective. The
guideline must be updated to include the
significant recent amendments when and
it they are passed through parliament.
There may be particular difficulty for ACIF
in interpreting the amendments, To be
relevant to an ISP for example, any new
ACIF code or guideline would need to
clarify whether an agency is entitled,
without an interception warrant, to access
communications stored on an [SP’s server™
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Currently, some 1SP™s are refusing access
to data without a telecommunications
tterception warrant™ . The proposed
amendments. as currently drafted. may
permit the agencies to access the
communicalion without an intereeption
warrint.

[nits submission to the Senate Enquiry, the
Oflice of the Federal Privacy Conmissioner
Questioned why the 2002 Bilk souglt 1o
remave the privacy protection via the
requirement of an interception wairant in
refation to a voicemail or SMS$S merely
because they transmission is delayed™,
With the December 2001 amendments 1o
the Commanweakth Privacy Act, and a
heightencd public and politicul awareness
of the issue. it remains to be seen whether
the government will risk removing an
unportant privacy protection mechanism
trom the playing held,

CONCLUSION

The rejection of the proposed amendments
is an initial victory for common sense and
privacy in Australia. However, it remains
to be seen if the legislative clarification
required to establish a logical and consistent
system ol interception, wiich is able to deaf
with new technology such us SMS, actually
evenluates.

The views expressed in this article are those
of the author and not necessarily these of
the firm or its clients.

Ben Kuffer is an Associate in the
Information, Communications and
Technology Group at
PricewaterliouseCovopers Legal, Sydney.
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~ts to privacy laws when apptied

The Privacy Act 1988 (Cthl (“Act™)
regulates the collection and use of
persomal intormation. This is detined to
include any information about an
individual whose identity is apparent, oF
can reasonably be ascertained from the
information. This article examines the
concept of the “Jocation” of a mobile
phone user us personal information, the
technology available for tracking mobile
phone users and the benefits and risks
involved with the use of this technology.

“3 OCATION” AS PERSONAL
INFORMATION?

Due to recent technological developments
it is now possible to track the location of
mobile phone users with reasonable
accuracy. Iis arguabte that the location
of a mobile phone user {whether past oF
present). when coupled with their name.
falls within the definition of ‘petsona!
information” in the Act. Even if an
organisation simply records and stores
qocation” data without identitying the
individual, it may still be possible for
someoneg with the aid of other material,
to identify the individual,

Given that under the Act personal
information need not need to be in a
material form oF accurate or even correct,
a rough calculation of @ persons’
whereabouts may amount to personal
information.

It the concept of Slacation’ a8 personal
information 18 accepied, then
praanisatons collecting and/or using this
nformation will be subject to the
requirenents of the Act and either the
National Privacy Principles (“INPPs™) of
the Information Privacy Principles
¢ IPPs™). This will be discussed further
below.

TRACKING TECHNOLOGY

There are four TYpes of tracking
technology used to determine the jocation
of a mebile phone relephone user. Firstly.

the location of @ mobile phone uset may -

pe determined by analysing the

page 18

gcugruphicu\ position of the base stationt
with which the mobile phone at that
particulay point ol i
communicating.

time 18
This method 13
universally available. however as it s
dependant on the calculation of the
Jistance between base stations: s
aceuracy ranging from 300 — Skat.

The second method s connnonly known
as Ctriangulation”. Arany one Lime,
mobile phones send a signal. containing
the phone’s unique digital identity
puimber Knowi as ~{MSI”. to the
surrounding peiwork antennas. By
comparing the strength of the shignals and
the time of arrival. mobile phone
companics can riangubate the position of
the user. These signals are sent regatdiess
of whether the phone is switched on or
whether the user is muking of receiving
4 call. Using software, it 1s possibie o
generate the trinngulation calculation
automatically.

A more accurale method involves
emmbedding a Global Positioning System
(GPS) receiver into the mobile phone.
The GPS receiver ransmits focation
information to orbiting satellites. The
GPS calculation enables the tracker to pin
point the mobile phione user W within 10
metres.

The newest tracking technology is 3G
broadwidth technology. It is alleged that
this technology will enable mobile phone
users to be tracked 10 the nearest metic.

WHO USES TRACKING
TECHNOLOGY?

It is now the case that if you cwry 2 mobile
phone you can be racked. Knowing this.
the next guestion to ask is. who is
analysing this data?

(a) Mobile Phone Companies

It is well known that mobile phone
compunies record. in real time. the
signals wransmitted by mobile phones to
base stations. However, it is pot known
whether mobile phone companies link
these signals in real time with the owner

ol the mobite phone. Mobile phone
companies do make this link at a later
stage for the purposes of billing.

While it may be necessary for mobile
phone networks to know your location in
order to conununicate with your phone.
the concern is that this information nuy
be used for othey purposes, or that
somenne may obtain unanthorised access
1o this information.

) Government

(o June Senator Natasha Sttt Despoja.
then leader of the Australian Democrats
cuised concerns about the powers of the
Governnent o access phone records
under  the

Telecammunicafions
Tnterception Act. There is a loophole i
the Act thut enables authorities to ACCEss
phone records held by mobile phone
companies, in particulay the tscation of
catlers. without a waraat, In the past 12
months it 1s estinuted that 75(1.000
disclosures of phone detuils were vbtained
by officials without a wartant, Stotl
Despoja states "no warrants, no privacy.
ne accountability™. This denigration of
individual privacy seemns unnecessary. i
access to records held by mobile phone
companies s required for law
enforcement  purposes. then the
quthorities would be able to obtain a
wirant.

The issue of accessing pobile phone user
infonmation by authorities is not new. 1n
1997 there was an outety by privacy and
civil liberty groups upen the revelation
that NSW police where monitoring
mobile phone users without their consent
or knowledge. With the help of mobile
phone companies, fhe police were
tracking criminal suspects through the
wigngulation signals sent o the nearest
base station. Police protocol required
officers to obiain writien approval from
theit superiors and a court warrant before
tracking the position of individuals.
Although a useful investigative tool. this
activity is open to abuse and raises serious
questions of preach of privacy laws.
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BENEFITS

Tracking technology does have utility for
society and the user. Oune of the primary
arguments in tavour ot the use of tracking
technology is that itenables people to feel
safe. There is some comlort to be derived
from the knowledge that someone can
locate you it the need arises.
Undoubtedly, tracking technology is an
enormous benefit to rescue workers and
law enforcement ofticials. Mobile phone
users can be located even if the individual
is unsure or incapable of stating their
whereabouts. This advantage was evident
in the aftermath of the September 11,
2001 terrorist attacks on the World Trade
Centre where rescue workers used mobile
phone triungulation in the search for
survivors. - In Australia, Emergency
Services often use triangulation as a tool
to track injured and lost bushwalkers.

The United States Federal
Communications Commission
("USFCC™ have recognised the safety
benefits of tracking technology. Late last
year the USFCC ordered mobile-phone
companies to incorporate tracking
technology into mobile phones so as to
gnable law enforcement agents and
emergency services to track the location
ot 91 1-mobile phone calls. By 2005, 95%
of all mobile phones must have the 911-
tracking technology installed.

However, the effectiveness of tracking
technology in locating an injured or
missing person is limited by its reliance
on there being base stations/network
antenna in close proximity to the person.
Where there are long distances between
base stations, such as in the Australian
bush, it is near impossible to track the
Jocation of the person with any precision.

RISKS

(a) Loss of Privacy

‘Privacy’ and its counterpart
*surveillance” are key sociological issues.
To an extent, enjoying a right to “privacy’
is fundamental to living in a free,
democratic environment. The safety that
comes in enabling people to find you
when you are lost or hurt, means that
people can also find you when you don’t
want to be found. Tt is possible that
someone with criminal intent, such as a
stalker could use tracking technology to
locate their victim. Personal, but innocent
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activities such as attending mass on the
weekend, or visiting someone in hospital
may alse be reveuled. Similarly, the
location of people who are on confidential
government or corporate business may be
disclosed with significant conscquences.
One must wonder whether the
fundamental loss of privacy arising from
this technology may be too high a price
to pay.

{b) Corporate Marketing Power

The marketable nature of the information
gathered by tracking technology, poses
great risks to our privacy. When collated.
this data will disclose such things as
where we shop and at what time. Even
on “stand-buy” our mobile phones relay
our location to mobile phone towers. This
is vital information for businesses.
Marketing can be directly tailored to
individuals and advertisements sent to
mobile phones when the user is in the
general vicinity of the organisation. Once
permitted, it would only be a matter of
time before every business used tracking
technology as part of their marketing
campaign.

The combination of tracking technology
and caller ID may impact on the quality
and fairness of phone sales and consumer
enquiry numbers. It has been revealed
that in the US, some corporations use
caller 1D to prioritise callers according
to the suburb they are calling from. This
enables the corporation to speak to prima
facie wealthy customers first. thus
maximising sales. Not only may this
conduct amount to a breach of privacy
laws, but it is a form of discrimination.

In defence of corporations, it is argued
that consumer data derived from
information about the location of mobile
phone users would help to ensure that
customer demands and capacity are met.
However, one must ask whom the
collection of such personal information
and consequently the denegation of
privacy really benefits.

PRIVACY IMPLICATIONS

Given that this information, when
coupled with the users name, may be
considered ‘personal information’
organisations handling this information
must comply with the Act and the NPPs
or the 1PPs.

Under the NPP | and IPP 1 information
must only be collected if it is necessary

for one or more of the organisation’s
functions and must be collected by lawtul
and fair means. As it stands. it is
guestionable whether the collection
{particularly by an organisation other
than a mobile phone company) of focation
data by way of tracking technology would
be considered to be by “fair’ means.
There is no evidence that mobile phone
companies presently give collection
statements to individuals as required
under NPP1.3 or indeed that the
individual is even aware that such
information is collected. recorded and
used.

In addition. an organisation must not use
or disclose this information for a purpose
other than the primary purpose of
collection: NPP 2: IPP2. If mobite phone
companies collect this information for the
purposes of billing, they are prevented
from selling this information for profit
without consent from the individual.
Such information may be disclosed where
it is necessary to prevent or lessen an
imminent threat to an individual’s life,
health or safety or for the prevention.
investigation. prosecution or punishment
of criminal offences.

Furthermore. organjsations collecting
personal information are required under
NPP 4 and IPP 4 to ensure the security of
this information. Given the prevalence
of data mining and cybercrime,
maintaining the security of such
marketable information may be difficult.

CONCLUSION

The collection use and storage of
information detatling the location of
mobile phone users has significant
privacy implications. There is no doubt
that in Australia there is a myriad of
privacy laws and principles in place to
protect the use and misuse of personal
information. However. given the global
nature of technology today. and the
marketable nature of this type of
information. one must question whether
such laws will be effective in controlling
the handling of personal information
gathered by tracking technology.

The views expressed in this arficle are
those of the author and not necessarily
those of the firm or its clients.

Rebecca Sharman is a Selicitor in the
Information, Communications and
Technology practice at the Sydney office
of PricewaterhouseCoopers Legal.
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