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Bernard Keane’s recent article on Crikey “Alston’s cold, dead hand still controls broadband”1 
caught our eye not just for the catchy (but macabre) title but for the issues it raises in what 
will become an increasingly important debate regarding the scope for existing broadcasting 
regulation to accommodate new services to be provided over the Government’s proposed 
fibre-to-the-premises (FTTP) national broadband network (NBN).

To date, much of the commentary and discussion around the NBN has centred on changes to 
the existing telecommunications regulatory scheme which would apply in the interim period 
before the NBN is fully constructed. For example, the Government has released a Discus-
sion Paper outlining potential changes to many key areas of the telecommunications regime 
including: enhanced separation arrangements for Telstra; strengthening the telecommunica-
tions access and anti-competitive conduct regimes; changes to the universal service obligation 
arrangements; and changes to consumer protection just to name a few.2 Submissions on 
these proposals were due on 3 June and the Government’s response is eagerly anticipated 
by the industry. 

Chapter 5 of the Discussion Paper entitled The Bigger Picture flags a full scale review of the 
approach to regulation in light of the likely impact of the NBN in increasing the trend towards 
“convergence” (described as the use of different technology platforms to provide similar 
services). The review is intended to commence in 2011 so that it can take into account the 
practical impact of the NBN roll-out. 

This review appears likely to be broad-ranging and would cover both telecommunications and 
communications regulation more generally i.e. media and broadcasting regulation. Although 
2011 seems a long time off, the matters raised by Keane are a good starting point for devel-
oping the debate around these important public policy issues.

But first, a quick outline of the NBN itself and its potential implications for delivery of video 
services.

The NBN
As set out above, the NBN will be based on FTTP technology. While the Government’s 
announced implementation study for the NBN will develop detail around specific network 
design and coverage issues, the important feature of an FTTP platform for current purposes 
is that it will support download speeds that enable the delivery of multiple video programs in 
high definition formats. 

The NBN would be able to support both broadcast (one to many) and on-demand (point to 
point) delivery mechanisms. Whilst some of these services are already available to broadband 
consumers, the very high bandwidth characteristics of FTTP are likely to see an increase in 
“true” on-demand services. The Government has estimated that a 1GB movie would take 
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1m20s to download at the theoretical speed of 100 Mbps.3 This 
can be contrasted with “near” video on demand services where, for 
example, the end user selects from a limited number of programs 
that have been broadcast to and stored on set top units attached 
to the network.

Keane’s article raises a number of issues concerning the application 
of the existing regulatory regime in the Broadcasting Services Act 
1992 (BSA) to NBN-delivered services. A discussion of some of the 
key issues is set out below.

Existing exception for Internet-delivered services
With some important exceptions, the BSA regulates “broadcasting 
services”. That definition is as follows:

 broadcasting service means a service that delivers television 
programs or radio programs to persons having equipment 
appropriate for receiving that service, whether the delivery uses 
the radiofrequency spectrum, cable, optical fibre, satellite or 
any other means or a combination of those means, but does 
not include:

(a) a service (including a teletext service) that provides no 
more than data, or no more than text (with or without 
associated still images); or

(b) a service that makes programs available on demand on a 
point to point basis, including a dial up service; or

(c) a service, or a class of services, that the Minister determines, 
by notice in the Gazette, not to fall within this definition.4

In 2000, the then Minister administering the BSA, Richard Alston, 
made a determination under paragraph (c) of the definition (Deter-
mination) excluding the following category of service from the 
definition:

 a service that makes available television programs or radio 
programs using the Internet, other than a service that delivers 
programs or radio programs using the broadcasting services 
bands.5

A catalyst for the Determination was legal uncertainty over whether 
“live” streaming services delivered over the Internet fell within the 
definition of “broadcasting service”. Central to this issue was the 
scope of the exemption for “on demand” services in paragraph (b) 
of the definition. The Determination removed the need to resolve 
this issue in relation to services covered by the Determination (but it 
may remain an issue with NBN-delivered services and this is consid-
ered further below).

There are two key issues with the Determination. First, what does 
“using the Internet” mean? Secondly, what is the scope of the excep-
tion for services delivered using the broadcasting services bands.6 
The first part of Keane’s article focuses on the second question. It 
concludes that the exception applies to programs delivered by exist-
ing free to air commercial services with the result that those broad-
casters would be prevented from making those programs available 
over the Internet (thus the “dead hand” of Mr Alston). 

As we see it, the exception in the Determination is not directed at 
program content but covers services which deliver content using 

A catalyst for the Determination was 
legal uncertainty over whether “live” 
streaming services delivered over the 
Internet fell within the definition of 
“broadcasting service”.
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the Internet where the broadcasting services bands form part of 
the means of delivery. Accordingly, if a commercial broadcaster 
makes available, via the Internet, programs which happen to also 
be delivered using the broadcasting services bands (eg. an Internet 
“simulcast” of a broadcast program), the Internet-delivered service 
would still be covered by the Determination unless the broadcasting 
services bands were used as part of the Internet delivery platform. 
This view appears to us to be consistent with the explanatory state-
ment released with the Determination, which stated that: 

 [t]he exclusion from the exemption for a service that delivers 
programs using the broadcasting services bands is necessary 
to prevent the exemption being exploited to deliver a defacto 
broadcasting service using those bands.7 [emphasis added]

However, the application of the Determination to services delivered 
over the NBN is still an important issue to consider. In this regard, the 
first question posed above: “What does ‘using the Internet’ mean?” 
is the key threshold issue. 

The “Internet” is not defined for the purposes of the BSA. The Mac-
quarie Dictionary simply defines the “Internet” as “the communica-
tions system created by the interconnecting networks of computers 
around the world”.8

The Australian Communications and Media Authority (ACMA) 
recently defined the “Internet” in a 2008 report on content filter-
ing as “a worldwide, publicly accessible series of interconnected 
computer networks”.9 These definitions appear to emphasise the 
general public accessibility of the Internet as one of its chief char-
acteristics.10

To add further complexity, the Determination was intended to cover 
those services that do not use the Internet as their entire means of 
delivery. The Report to Parliament which accompanied the introduc-
tion of the Determination contained the following statement:

 The determination is intended to include a service that uses 
the Internet, even if part of the means of delivery of the service 
may not clearly be part of the Internet…For example, the deter-
mination will cover services that enable an end user to access 
material from the Internet using a wireless application protocol 
device such as a mobile phone, whether or not the wireless 
application protocol itself is part of the Internet.11

The reference to “protocols” in this statement raises the issue 
whether a service is delivered “using the Internet” if it is delivered (in 
whole or part) using internet protocols. It is relatively well accepted 
that internet protocols are a key component of the Internet. How-
ever, caution is required in equating delivery of services using inter-
net protocols with “using the Internet”. Although an FTTP platform 
(and therefore the NBN) will deliver services using internet protocols 
(for example, Internet Protocol Television (IPTV)), it does not neces-
sarily follow that a service provider providing an IPTV service would 
fall within the Determination. For example, it may be that a so-called 
“walled garden” IPTV service (where content is only accessible by a 
closed user group by means of the NBN and is not generally acces-
sible via other platforms) would not be regarded as a service making 
available programs “using the Internet” even though the method of 
delivery uses internet protocols.

“On demand” exception
Even if services to be delivered over the NBN, like IPTV, are in some 
cases not excluded from the definition of “broadcasting service” 
by the Determination, they may still fall within the “on-demand” 
exception to the definition. As set out above, paragraph (b) of the 
definition excludes:

 a service that makes programs available on demand on a point-
to-point basis, including a dial-up service. 

The Explanatory Memorandum to the Broadcasting Services Bill 
1992 (EM) states that a “dial up service” includes a:

 …‘video-on demand’ service whereby a service provider trans-
mits a video upon request to a person who has communicated 
that request to the service provider by dial-up through a public 
telecommunications network, or by some other means.12

By contrast, the EM gives the following explanation of where a ser-
vice will not be a “point to point” service:

 …each time a person receives or accesses a service, the person 
receives programs which are being provided according to time-
tabling determined by the service provider, so that the program 
being received by the person is the same as that being received 
by any other person receiving the service at the same time.13

“True” on-demand services delivered via the NBN as outlined above 
are, perhaps not surprisingly, likely to be covered by this exception 
and therefore not regulated as a “broadcasting service”. However, 
the position remains unclear in relation to “live” services, such as 
news or sports programs.

If the bandwidth of the NBN means that on-demand services 
become the prevalent type of video service delivered over the NBN, 
there is a policy question as to whether exemption from regulation 
as “broadcasting services” would be desirable. This in turn requires 
examination of the policy underlying the existence of the exemption. 
At a broad level, a key regulatory principle underlying the BSA is 
that different levels of regulatory control be applied across a range 
of services according to the degree of influence they are able to 
exert in shaping community views.14 If, for example, the exemption 
was originally put in place because the number of people accessing 
“on-demand” services was small, there may be scope for re-consid-
ering the exemption in light of the advent of the NBN and the likely 
increase in the number of these types of services. On the other hand, 
it may be that it is inherent in the nature of an on-demand service 
that it has a lesser degree of influence because it is only accessible 
by a person individually who chooses to access the service having 
some knowledge of the nature of the program to be received. The 
latter approach may sit uneasily with an on-demand news or current 
affairs service potentially accessible by 90% of all households that 
will eventually be connected to the NBN. 

If no other amendments were made to the BSA (and assuming the 
Determination did not apply), the removal of the “on-demand” 
exception would see these services regulated according to matters 
such as the nature of the programs provided: for example their level 
of appeal to the general public, or whether they were provided on a 
free or subscription basis.15 

Licence areas/media diversity tests
Another issue that Keane raises is the application of the current 
media diversity rules in the context of the NBN. The current regime 
applies to commercial television and radio broadcasting licensees 
and associated newspapers. The key restrictions are:

•	 Commercial	 television: a person must not control licences 
whose combined licence area populations exceed 75% of the 
population of Australia;16 and a person must not control more 
than one licence in the same licence area, with some excep-
tions.17 

•	 Commercial	 radio: a person must not control more than 2 
licences in the same licence area.18

•	 The	 “4/5	 rule”: any transactions involving commercial radio 
licensees, commercial television licensees and associated news-

Although an FTTP platform will deliver 
services using internet protocols it 

does not necessarily follow that an 
IPTV service would fall within the 

Determination.
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papers (media operations) must not result in the minimum 
number of ‘points’ for metropolitan licence areas falling below 
five and the minimum number of ‘points’ for other licence areas 
falling below four.19 In essence, an independently controlled 
media operation (or group of them) counts as one point.

•	 The	 “2-out-of-3	 rule”: prohibits transactions that result in 
a person controlling a commercial radio licence in an area, a 
commercial television licence where more than 50% of the 
population in that area is attributable to the licence area of 
the television licence, and a newspaper associated with that 
area.20

The existing rules clearly work on a licence area basis. In essence, 
Keane argues that this regime is inadequate to cope with the advent 

of services provided nationally over the NBN. 

Assuming they are regulated as broadcasting services in the first 
place, a threshold question to ask is whether NBN services should 
be regulated by these diversity rules at all. For example, if the NBN-
delivered services are provided on a subscription basis, then, consis-
tent with the current treatment of subscription broadcasting services 
(such as those provided by FOXTEL and AUSTAR), the diversity rules 
would not apply. In 1992, when subscription services were intro-
duced into the BSA, the then ownership and control rules were not 
generally applied to this type of service because:

 it is considered they provide a discretionary service that con-
sumers must pay to receive, and arguments about its ability to 
influence are therefore not considered as persuasive.21

In a similar vein to “on-demand” services referred to above, it may be 
that there is something inherently less influential about subscription 
based services which means they should not be included in the diver-
sity rules regardless of the availability of the service. While it is true that 
the original decision not to strictly regulate subscription broadcasting 
services under the ownership and control rules was made when those 
services were just beginning to be provided, at the time the diversity 
rules were changed in 2006 to enact the current regime outlined above, 
the penetration rate of pay TV was reported to have increased to 26% 
however subscription broadcasting services remained excluded from 
the diversity regime.22 It remains to be seen whether this position will 
be maintained if subscription services delivered over the NBN become 
available to almost every home in Australia. 

If it was considered that NBN-delivered services were potentially so 
influential as to warrant inclusion under the diversity rules, the ques-
tion would arise as to the best way to include them in that regime. 
As the current rules are based on licence areas, unless a completely 
new regime is established, it would be necessary to link the NBN ser-
vice to a particular licence area or areas. A mechanism for such a link 
currently exists in relation to newspapers. For example, under sec-
tion 59 of the BSA, a newspaper is associated with a particular radio 
licence area if at least 50% of its circulation is within the licence 
area and that circulation is at least 2% of the total population of the 
licence area. It needs to be noted that “national” newspapers such 
as The Australian Financial Review and The Australian do not cur-
rently fit within this requirement due to the national spread of their 
circulation. If a similar rule is applied to NBN-delivered services, then 
they too may be unlikely to have 50% of their end-users located in 
a particular licence area. 

It will be up to the Government to determine whether this type of 
approach is appropriate or whether alternative methods need to be 
considered.

Conclusion 
In the second reading speech for the introduction of the Broadcasting 
Services Bill 1992, the then Minister, Senator Collins, stated that:

 [t]he Bill incorporates objectives and policy guidelines. It sets out 
the categories of service, describing them by their nature rather 
than by their technical means of delivery—it should thus not 
need constant amendment as technical conditions change.23 

The NBN will potentially effect a momentous change in “technical 
conditions”. It remains to be seen whether the BSA will undergo 
significant amendment to accommodate this development.

Luke Waterson is a Partner and Nicholas Dowsley a 
Law Graduate at Mallesons Stephen Jaques. This article 
represents the views of the authors only.
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Introduction
There has been a lot of debate surrounding the Rudd Government’s 
proposed roll-out of a $43 billion National Broadband Network 
(NBN). However one views the planned network, once built it will 
indisputably establish ‘a whole new medium in every household.’1 
Internet speeds will be increased by around 100 fold, facilitating 
extremely bandwidth-heavy activities online, something which has 
not been commercially available before. How the medium will be 
exploited, however, remains to be seen. The way in which it alters 
the communications framework, businesses and the living room 
experience of Australians is likely to be gradual, rather than radi-
cal.2 Nevertheless, change is certain and likely to be profound. Of 
great interest is how the NBN will alter television broadcasting, 
which has provided Australia with the dominant source of news 
and media for half a century. Even before the introduction of the 
NBN, free-to-air (FTA) television was losing its grip as the dominant 
medium due to fragmenting audiences and diminishing revenue. 
The realisation of the potential offered by very high bandwidth 
internet is, over time, likely to witness a dramatically different 
media experience: one moving away from linear, transient broad-
casts to ‘on demand’, downloadable online content. This article 
also explores how that movement will affect the nature and regula-
tion of online content.

Framework of the NBN
In March 2007, the Labor Party, while in Federal Opposition, 
announced bold plans to build a very high speed broadband net-
work, which became a key promise of its election platform.3 Labor 
justified the proposed infrastructure in economic terms, arguing 
that Australia required improved broadband facilities to assist 
productivity and international competitiveness.4 Since attaining 
power, the Rudd Government has cleverly turned the tables on 
Telstra, after Telstra tried to stymie the tender process for the NBN 
rollout.5

In addition to raising the spectre of substantially reducing Telstra’s 
market power, the Government has revised the specifications of the 
NBN. Initially, the project was billed as a fibre-to-the-node (FTTN) 
network reaching 98% of the population (at a minimum speed of 
12 mpbs). The current specifications are for a fibre-to-the-premises 
(FTTP) network providing download speeds of 100 mbps, to be 
made available to 90% of the population.6 The total cost of the 
project has been revised upward by about ten fold as a result of the 
greater reach (and expense) of FTTP over FTTN broadband.7

How Will the National Broadband 
Network Alter the Communications 
Landscape of the Future?
Niranjan Arasaratnam, Andrew Ailwood and Nathan Stacey review 
some of the potential effects of the National Broadband Network on 
broadcasting.

This bandwidth will offer unprecedented download/upload capa-
bilities, especially for household internet use. At 25 Mbps, a 
member of your household could make a high-definition video-
conference call, while simultaneously someone else streams an 
IPTV8 program and a third person plays video games on the web.9 
Having to choose between running different applications or func-
tions at the same time, in much the same way as users once chose 
between using the phone or the internet with dial-up, will become 
something of the past. This capacity presents a raft of possibilities 
– and challenges – for the media and the regulatory landscape in 
which it operates.

1. What Will Happen to TV?
Watching news and entertainment online, on request, at a time 
convenient to the consumer is already a possibility. As these ser-
vices increase in number and, more importantly, quality, habits will 
begin to change and the NBN is likely to act as a catalyst for this 
process. People are continually going online in the first instance 
for their news and entertainment,10 as traditional media struggles 
to deliver content with comparable speed. This is contributing to 
the ever-shrinking revenue of FTA networks,11 as companies start 
advertising elsewhere and television airtime becomes less valu-
able.12 Newspapers are also suffering revenue losses to online 
advertising, prompting a veteran UK columnist to describe the for-
mat as ‘a dead duck’.13

Some doomsayers of FTA television are more zealous than others.

 Broader availability of IPTV will do for television what [Voice 
over Internet Protocol (VOIP)] did for voice calls: remove the 
service premium and deliver a content service driven solely 
by competitive forces. Disintermediation will be the death of 
FTA [television], held off only by the speed of the NBN roll-out 
and the strength of incumbent broadcasters’ long-established 
relationships with content providers.14

It is likely to take a while for the dynamics to change, but as the 
internet becomes a more profitable forum for advertising, online 
content providers will wrest power from the broadcasters. Online 
rights to content will surpass broadcasting rights. Indeed, why 
would sophisticated owners of content sell their rights at all?15 
A recent article in Crikey gave the hypothetical example of the 
AFL outsourcing the filming and the production of games to be 
streamed directly to consumers through its website, where it could 
run its own advertising or subscriptions and vertically integrate its 
distribution model.16 Finally, as television and computer hardware 
appear to continually converge, this will further migrate audiences 
to broadband-delivered content.17

very high bandwidth internet is likely 
to witness a move away from linear, 
transient broadcasts to ‘on demand’, 
downloadable online content

Some doomsayers of FTA television are 
more zealous than others.
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So is the transition to digital television a misguided policy and 
should we start planning to bypass television entirely, if these 
gloomy predictions are to be believed? The current trends do not 
favour the traditional entertainment medium in the long term, but 
it is unlikely that television will die on the construction of the NBN. 
However, commercial broadcasters will be required to reinvent 
themselves – possibly by playing to their strengths for live news 
and events coverage,18 possibly in new, inventive ways. Another 
policy consideration is that the continued broadcasting of television 
might eventually come to be seen as an inefficient use of spectrum, 
which detracts from improving the quality of mobile and wireless 
services.19 Television is set to undergo major changes as it loses its 
mantle as the pre-eminent medium for news and entertainment in 
21st century households.

How Will Online Content and Habits Change?
The speed and capacity of the NBN will create a greatly improved 
multimedia experience – both for consumers and creators of con-
tent.

User-generated content (UGC) is online content produced by tra-
ditional end users or consumers. It can encompass anything from 
inane status updates on Facebook through to perceptive commen-
tary appearing on a blog. With the NBN, users will be able to upload 
more and richer content.20 This could see an improvement in the 
quality of UGC from largely amateur material to more professional 
grade content. As a result UGC, and sites on which it appears such 
as YouTube, will become more attractive for advertisers.21 Further-
more, information exchanged through UGC websites can be used 
to tailor advertisements to the audience, potentially making this 
advertising ‘space’ more valuable than television timeslots, where 
specific demographics are less easily targeted.22 Singapore has a 
growing appetite for UGC and is also in the process of implement-
ing an NBN; this provides another case study to observe whether 
and to what extent increased bandwidth improves the quality of 
UGC.23

Finally, it is interesting to look at some of the speculation on how 
the NBN will change people’s lifestyles and social habits. Mark 
Pesce argues that ‘lifestreaming’ (whereby a person documents 
their everyday goings-on through the internet) will become nor-
mal among the younger generation of internet users.24 Andrew 
Ramadge and David Higgins retort that technological change does 
not necessarily bring about changes in social behaviour.25 They cite 
how internet relay chat (an early, online form of short text mes-
sages) was all the rage in the late 80s and how, two decades on, 
Twitter is the new force as a ‘microblogging’ social networking 

website, despite relying on basically the same premise of public 
conversation as the 20 year old technology it replaces. Certainly 
the consumption of rich content on mobile devices will increase. 
Content delivered to Wi-Fi hotspots by the NBN will provide for 
smoother YouTube clips on your iPhone or Blackberry – the reliance 
on mobiles as items of portable entertainment is therefore likely 
to grow.

The ability for people to ‘lifestream’ is, of course, not the same 
as them actually doing it. Such activities are not likely to occur 

without an accompanying change in social values and behaviour.26 
Studies support the premise that a desire for privacy is still impor-
tant for many users in determining the extent of their online social 
networking.27 Accordingly, while changes in technology can be a 
source of dramatic social change (with the NBN being no excep-
tion), the change will almost certainly be gradual.

Issues around Regulation of Online Content
The explosion in the availability of online entertainment content 
poses significant challenges for regulators. Currently, online ser-
vices which make programs available on demand on a point-to-
point basis are expressly carved out of the definition of ‘broadcast-
ing services’.28 Further to this, a Ministerial Determination made in 
2000 took internet streaming outside the ambit of the Broadcast-
ing Services Act 1992 (Cth) (BSA). Many of the strict conditions 
placed on broadcasters in the provision of their services, therefore, 
simply do not apply to providers of online content, despite its ever 
increasing abundance as a source of audio visual entertainment.29

Take for example the condition on Australian commercial broad-
casters to show minimum amounts of Australian content.30 The 
rationale for the condition is, essentially, to exploit broadcasting 
as a means of developing and reflecting Australian culture and 
identity.31 It is feared that without this sort of protectionism Aus-
tralian television could become completely dominated by foreign 
programs. Buying Friends re-runs is cheaper than producing qual-
ity Australian drama and often the audience numbers will not be 
sufficiently greater to make the latter investment cost-effective.32 
However, these content obligations do not apply in the online 
world and therefore more and more people are accessing content 
which is not as strictly regulated as television programming. Per-
haps the Government could implement similar content obligations 
in respect of online content, but it seems almost futile given the 
plethora of material available over the internet, compared to the 
more limited offerings of broadcasting, restricted as it is by the 
scarce nature of spectrum.

In light of this, how will the online world be regulated? The task 
is much harder than in the broadcasting regime where a limited 
number of licensed operators can be closely monitored. Regulating 
the appropriateness of content is probably the most visible and 
difficult challenge for authorities. The Government continues to 
commit itself to a Cyber-Safety Plan to protect young audiences.33 
Early indications are that ISP filtering of illegal content is easily 
bypassed.

The Government has declared that it ‘intends to consider’ in 2011 
whether the current regulatory framework is inappropriate for con-
verging technologies and content supplied through them.34 The 
response, it seems, is set to be reactive, not proactive. No doubt 
the NBN will only intensify the challenges faced in trying to regulate 
online content, as more and better content becomes available. The 
Government does not appear to favour the technologicaly neutral 
approach favoured by the European Union. Any opportunity for 
review of the regulatory system should extend to how copyright 
law is interacting with access to online content. A system of licens-
ing content based on geography may have been fine for the golden 
era of terrestrial television, but in today’s world, where anyone can 
access online content from anywhere, it does not make sense. The 
frustrations of Australian internet users, geo-blocked from such 
sites as Hulu, will continue the pressure on government to review 
the outdated and inefficient regime currently in place.

while changes in technology can be 
a dramatic source of social change 

(with the NBN being no exception), the 
change will almost certainly be gradual.

Regulating the appropriateness of 
content is probably the most visible 
and difficult challenge for authorities.

it is unlikely that television will die on 
the construction of the NBN. However, 
commercial broadcasters will be 
required to reinvent themselves
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Conclusion
The NBN presents a vast technological improvement on existing 
communications infrastructure. Changes to the communications 
framework, to platforms and programs, and to consumption and 
viewing habits are inevitable. However, our lives will not change 
‘without accompanying changes in cultural mores, government 
regulations and commercial practices.’35 The Government osten-
sibly supports the concept that laws should try to keep pace with 
technology; despite adopting a ‘wait and see’ approach regarding 
the regulatory challenges imposed by converging platforms.36 It is 
important that regulatory developments do not occur on an ad 
hoc basis. This approach will only lead to a ‘patch work’ commu-
nications regulatory structure. A technologicaly neutral approach 
should be the guiding principle as we move to a new communica-
tions and entertainment paradigm.

The changes may be slow to arrive, but this does not mean they 
will be insignificant – in fact, in the long term, the NBN is likely 
to generate a marked shift in the way we communicate and in 
our habits of consuming audio-visual content. Probably the most 
appreciable change will be the change to television; as people con-
tinue to migrate to the internet as a primary source of news and 
entertainment, the pressures on FTA broadcasting will continue, 
requiring significant restructuring of that industry. This then leaves 
open the daunting task of how, or even whether, the internet can 
be effectively regulated.

Niranjan Arasaratnam is a Partner, Andrew Ailwood a 
Senior Associate and Nathan Stacey a Law Graduate in the 
Communications, Media and Technology practice group at 
Allens Arthur Robinson.
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On 18 May 2009, the Australian Communications and Media Author-
ity (ACMA) announced a new set of regulatory measures in respect 
of Mobile Premium Services (MPS). The centrepiece of the regula-
tory strategy is the registration of the Mobile Premium Services Code 
(Code) under the co-regulatory provisions of the Telecommunications 
Act 1997 (Cth) (Act). The Code was developed by the telecommunica-
tions industry and facilitated by the Communications Alliance through 
a working committee comprising representatives from all relevant sec-
tors of the mobile premium services industry and consumer groups. 
The Code, accompanied by the Mobile Premium Services Guideline 
(Guideline), places obligations on carriage service providers and con-
tent service providers in relation to the provision of mobile premium 
services and took effect from 1 July 2009.

The other measures announced by ACMA on 18 May 2009 were as 
follows:

•	 ACMA	intends	to	create	a	new	service	provider	determination	to	
complement the Code, which will:

•	 require	 mobile	 carriers	 to	 implement	 call	 barring	 mecha-
nisms for MPS on their mobile networks on or before 1 July 
2010, allowing consumers a choice to block such services 
should they so desire; 

•	 require	all	MPS	content	providers	to	become	registered	on	
an industry register to be established by Communications 
Alliance; and

•	 provide	rules	for	the	deregistration	content	providers,	mean-
ing that “rogue operators” will be prevented from supply-
ing services in the Australian MPS market; and

•	 a	comprehensive	framework	for	the	monitoring	of	MPS	services	
and compliance with the Code and service provider determina-
tion.

Background to the Code
The Code and Guideline supersede the Mobile Premium Services 
Industry Scheme (Scheme) which was registered by ACMA in 2006. 
The Scheme was made under the Telecommunications Service Provider 
(Mobile Premium Services) Determination 2005 (Determination) and 
dealt with both consumer protection and content regulation issues in 
relation to MPS.

Following the 2008 commencement of the content services amend-
ments to the Broadcasting Services Act 1992 (Cth) (BSA) and the 
consequent registration of the Internet Industry Code of Practice – 
Content Services Code under Schedule 7 of the BSA, those parts of 
the Determination and the Scheme dealing with content regulation 
issues became redundant.

Industry participants and regulators proposed that the remaining 
issues covered by the Scheme, dealing with consumer protection 
matters, could be dealt with by an industry code made under the 
Act, allowing for the repeal of the Determination (which repeal has 
now occurred pursuant to the Telecommunications Service Provider 
(Mobile Premium Services) Revocation Determination 2009). 

The Code is the result of a substantive review of the operation of the 
Scheme, resulting in more stringent advertising rules, improved con-

Mobile Premium Services - 
The New Regulatory Regime
Adrian Lawrence and Simone Brandon outline the new regime for the 
regulation of Mobile Premium Services, including an examination of the 
Mobile Premium Services Code, recently registered by ACMA.

sumer protections and complaints handling requirements, particularly 
in relation to subscription services. 

Scope of the Code
The Code regulates the provision of MPS. This term incorporates pre-
mium SMS or MMS as well as proprietary network services (walled 
garden or portal content provided by mobile carriers). This article 
focuses primarily on the provisions that relate to premium messag-
ing services, rather than proprietary network services, as this is the 
primary focus of the Code. 

Communications Alliance will manage the on-going maintenance 
of the Code including maintaining a register of members, consider-
ing ongoing compliance issues, promoting the Code and conducting 
broad-based consumer and industry awareness-raising activities. 

The Code establishes consumer protection and complaints-handling 
requirements for the MPS industry by setting requirements in relation 
to:

•	 information	to	be	included	in	advertising	and	the	display	of	fine	
print;

•	 the	provision	of	cost	information	to	customers	prior	to	their	use	
of a service; 

•	 a	“double	opt-in”	requirement	for	premium	messaging	services;	
and

•	 simplification	of	 process	 to	 unsubscribe	 from	 subscription	 ser-
vices and to opt-out of marketing messages.

The Code places obligations jointly or separately on carriage and 
content service providers. The arrangements recognise the respective 
roles of these parties in the service supply chain, placing obligations 
where they most appropriate. 

Whilst the Scheme also contained requirements in relation to adver-
tising, cost information, opting in and unsubscribe mechanisms, the 
Code strengthens these provisions by setting out stricter and clearer 
requirements in each case.

Key Code provisions
Advertising

The Code includes specific requirements for TV, print, online and radio 
advertising. Pricing information must be displayed accurately and 
within sufficient proximity to the premium messaging service number 
(short code), in the same orientation and direction as the short code, 
to make it obvious the pricing applies to that number. 

For subscription services, the word “subscription” or “subscribe” 
must be displayed in a prominent and highly visible manner in the 
main body of the advertisement. Font size and display time require-
ments are also set out for different media. Information must not be 
“below the fold” for online pages, that is, it must be visible without 
the user having to scroll down the page.

The centrepiece of the new regulatory 
strategy is the registration of the 

Mobile Premium Services Code
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Advertising cannot be placed in media which is primarily targeted at 
children under the age of fifteen. If the placement, content and con-
text of an advertisement is such that it is likely to attract a significant 
number of minors to use that service, the advertisement must include 
a warning to the effect that those under eighteen years of age must 
seek permission of the account holder before using the service.

Double opt-in for subscription services

Throughout the Code, additional requirements are included in respect 
of processes for the provision of subscription messaging services, 
designed to ensure the customer is aware that they are entering into 
an ongoing transaction rather than receiving a single piece of content. 
Key to these requirements is the “double opt-in” process whereby a 
consumer who has made an initial request for a subscription service 
must receive and respond to a second opt-in message prior to the 
commencement of the service.

Further, customers who initiate a subscription service via a mobile, 
WAP, IVR or other mechanism must be sent a separate message to 
their mobile instructing them to opt-in to confirm the subscription by 
sending a text message to a particular short code. Customers must 
also be provided with specific pricing, helpline and unsubscribe infor-
mation via SMS, in addition to the provision of this information in 
advertising.

Expenditure management 

The ultimate expenditure management tool is the cessation of a service 
and the requirement for a universal ‘stop’ command remains in the 
Code: content service providers must allow customers to unsubscribe 
from services by sending the word ‘stop’ to a given number, preferably 
as a reply to the message containing the service. The existing require-
ment to provide $30 expenditure notification messages has also been 
maintained, with additional clarification to ensure that the notification 
occurs for each incremental spend of $30 within a calendar month. 

In addition, a new website (www.19sms.com.au) has been developed 
in conjunction with Communications Alliance to provide a range of 
information about MPS to consumers. The website provides advice 
on how premium messaging services are obtained, how to manage 
expenditure and how to stop receiving a service. 

Post-subscription marketing

Where a customer unsubscribes from a messaging service, the pro-
vider may not send any further marketing messages unless the cus-
tomer opts back in to receive marketing material. The MPS provider 
may invite customers to opt in for marketing in the unsubscribe con-
firmation message that is required to be sent.

Helpline and complaints

Content service providers must offer a local or free-call helpline so that 
customers can make complaints or opt out of a subscription service or 
receipt of marketing messages. The helpline must be staffed by ‘live 
agents’ from 9 to 5 on weekdays. Content service providers must also 
have a process for continuously analysing complaints to identify recur-

ring problems and trends so that they can seek to eliminate the under-
lying causes of complaints. Content service providers must respond to 
complaints within two business days of receipt. Carriers are also under 
an obligation to seek to resolve complaints that are not resolved by 
content service providers, or which are referred to the carrier by the 
Telecommunications Industry Ombudsman (TIO). 

Guideline

The Code has been drafted to focus on defining desired outcomes via 
high level rules rather than prescribing detailed processes. A “how to” 
guide to assist in the implementation of those requirements as been 
developed as a companion document in the form of the Guideline. It 
provides clear, succinct rules and sufficient information on customer 
information and pricing messages, subscription services and adver-
tising, combined with practical examples. As with the guideline that 
existed under the Scheme, the new Guideline is intended to become 
an industry benchmark document used for complaint resolution.

Moving forward
Under the Act, the TIO has the power to investigate, facilitate a resolu-
tion and give direction in relation to complaints regarding Code mat-
ters. ACMA can direct that a Code participant comply with the Code 
in the event of a contravention. In terms of advertising, the ACCC also 
has the power to take action in relation to misleading or deceptive 
claims under the Trade Practices Act 1974 (Cth) (TPA). 

The key issue upon which the success of the Code and supplementary 
regulatory measures will rest, as was the case with the Scheme, is the 
level of compliance with the provisions of the Code. While the major-
ity of industry participants have been compliant with the Scheme and 
will continue to comply with the Code, those who do not will only 
be encouraged to do so by some level of enforcement. During the 
life of the Scheme, no official action against non-compliant operators 
was brought by ACMA. In relation to the Code, however, ACMA has 
already indicated its intention to closely monitor and, where neces-
sary, enforce the provisions of the Code, with ACMA chairman Chris 
Chapman promising “a rigorous monitoring regime” and noting the 
potential for penalties up to $250,000 for non-compliance. 

The ACCC has also recently become active in the MPS arena, includ-
ing action under the TPA against a UK and a Bulgarian company, both 
of which were supplying MPS into Australia from offshore. In addi-
tion, carriers, under their contracts with aggregators and content ser-
vice providers, are another mechanism for the enforcement of Code 
compliance, for example requiring MPS providers to refund custom-
ers where necessary and removing non-compliant services from their 
networks. 

The Code is the outcome of a review of the Scheme and effectively 
forms the response to criticisms levied at the Scheme’s perceived inef-
fectiveness. As with the Scheme, it is a result of collaboration between 
carriers, aggregators, content service providers and consumer groups, 
with increased engagement by regulators including the Minister. It 
is to be hoped that such close engagement can be maintained, to 
encourage and where necessary enforce compliance. In any event the 
Code will be reviewed in 12 months, ensuring that any issues will be 
revisited shortly.

Adrian Lawrence is a Partner at Baker & McKenzie, Sydney 
and Simone Brandon is Head of Marketing & Communications 
Legal Team at Vodafone Hutchison Australia.

the Code sets out stricter and clearer 
requirements in relation to advertising, 
cost information, opting in and 
unsubscribe mechanisms

a consumer who has made an initial 
request for a subscription service must 
receive and respond to a second opt-in 
message prior to the commencement 
of the service.

the new Guideline is intended to 
become an industry benchmark 

document used for complaint 
resolution



Page 10 Communications Law Bulletin, Vol 28 No 1 2009

Introduction
It is perhaps no overstatement to suggest that Underbelly has been 
a cultural phenomenon. Based on the best-selling non-fiction book, 
Leadbelly, by journalists, John Silvester and Andrew Rule (2004), this 
televisual dramatisation of Melbourne’s notorious gangland wars 
became one of the highest rating television programmes of 2008, 
notwithstanding the fact that it was not screened in its entirety on 
television in one of the largest markets in Australia – the State of 
Victoria. Underbelly has generated opportunities not only for the 
authors and the actors involved but also the real-life participants – at 
least, those who have survived the gangland wars. The subsequent 
DVD release of Underbelly resulted in unprecedented pre-sale orders 
and promises to be one of the most successful Australian television 
programme DVDs. An Underbelly prequel began broadcasting in 
February 2009.

However, it is not only the cultural impact of Underbelly that warrants 
attention. The actual and potential legal issues raised by Underbelly 
are important and worthy of serious analysis. It is submitted that 
Underbelly and its impact on domestic and international legal pro-
cesses highlight the challenges the administration of criminal justice 
confronts in a globalised world. These challenges are twofold. The 
first is presented by internet technologies. Arguably, the banning of 
the broadcast of Underbelly on terrestrial television has been ren-
dered ineffective not only by the possibility of ‘hard copy’ bootleg 
copies on video or DVD being circulated but also by the possibil-
ity of downloading digital copies from web servers located outside 
Victoria or, indeed, from outside Australia. The second challenge is 
presented by the growing importance of human rights, both domes-
tically and internationally, and the accompanying trend towards 
internationalisation of the legal framework within which criminal 
justice issues are to be determined. The extradition from Greece to 
Australia of leading Underbelly figure Tony Mokbel, for example, 
gave rise to human rights claims before the Greek, European and 
Australian courts, which arguably complicated the process of bring-
ing Mokbel to trial in Australia.

This article seeks to examine how these challenges manifested them-
selves in relation to Underbelly. The first part of the article explores 
the efficacy of established principles of contempt of court to pre-
vent prejudice to criminal trials when internet technologies allow 
jurisdictional borders to be transcended so readily. The second part 
of the article analyses the way in which processes of globalisation, 
by bringing different legal systems into contact with one another, 
complicate the administration of justice in individual jurisdictions. 
In particular, it considers how the growth of human rights jurispru-
dence contributes to the internationalisation of the legal framework 
within which criminal justice issues play out.

‘It’s A Jungle Out There’: The Legal 
Implications of Underbelly
The banning of the broadcast of the real-life crime drama series, 
Underbelly, in Victoria in 2008 raises important issues about the impact of 
globalisation on the local administration of criminal justice. In this article 
David Rolph and Jacqueline Mowbray canvass the challenges presented by 
two significant globalising tendencies – internet technologies and human 
rights – through a case study of Underbelly and the related litigation. 

Underbelly – Just the Facts
Underbelly was a thirteen-episode Australian drama series which 
screened nationally on the Nine Network from February 2008 (except 
in Victoria). The series charted the course of Melbourne’s notori-
ous ‘gangland wars’, commencing with the assaults by Alphonse 
Gangitano and Mark Moran in the Star Bar nightclub in 1995 and 
Alphonse Gangitano’s murder in 1998 and culminating with the 
arrest of Carl Williams in 2004. Between these events, the series 
traces the complex connections and antagonisms between a range 
of Melbourne underworld figures, including the Morans, Carl and 
Roberta Williams, Lewis Caine, Mario Condello, Dino Dibra, Zarah 
Garde-Wilson, Mick Gatto, Graham Kinniburgh, Tony Mokbel and 
Andrew Veniamin. It also traces the efforts of Victoria Police’s Purana 
Taskforce to put an end to the gangland killings.

Underbelly was a docudrama. It depicted a significant number of real 
people and it represented actual events. In doing so, it derived dia-
logue from transcripts of recorded conversations obtained by police 
through the use of listening devices. However, notwithstanding this 
factual basis, there were strong fictional elements to Underbelly. For 
instance, the central police officers, Steve Owen (played by Rodger 
Corser) and Jacqui James (played by Caroline Craig), were amalgams 
of a number of actual police officers on the Purana Taskforce. In 
addition, there was understandably the need for creative licence in 
depicting those events which were not recorded by police.1 In this 
way, Underbelly blended factual and fictional elements.

While the blend of fact and fiction that was Underbelly played out 
on television, the ‘real lives’ of the characters depicted in the series 
continued to make headlines. In response to the publicity associated 
with Underbelly, Carl and Roberta Williams have become media 
celebrities, with Carl’s Facebook page making news (and thousands 
of Facebook friends), while Roberta hosted an ‘Underworld dinner’ 
and did a bikini shoot for Zoo Weekly magazine.2 Meanwhile, Tony 
Mokbel, who was arrested in Greece in June 2007, having skipped 

bail while facing charges of cocaine smuggling, was challenging his 
extradition to Australia to face murder charges in relation to the 
deaths of Lewis Moran and Michael Marshall, together with addi-
tional charges of drug trafficking.3 Mokbel argued that for various 
reasons, including the publicity associated with Underbelly, he would 
not receive a fair trial in Australia. When this argument was rejected 
by the Greek Supreme Court in March 2008, and later confirmed by 
the Greek Justice Minister, Mokbel lodged an application with the 
European Court of Human Rights for orders preventing Greece from 
extraditing him to Australia. In May 2008, before his application to 
the European Court was determined, Mokbel was extradited amid 
still more media publicity, and the ongoing legal proceedings con-
tinue to attract media attention.4 The role of the media in relation 
to the Underbelly story thus extended beyond the screening of the 
series itself and into the coverage of the real life events associated 
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with it. In this way, the phenomenon that was Underbelly blurred 
the boundaries between fact and fiction in an extraordinary way, a 
fact that became important in the way judges treated the risk posed 
by the broadcast of Underbelly contemporaneously with the trials of 
persons portrayed therein.

Contempt of Court, Suppression Orders and 
Underbelly
Underbelly highlights the difficulties surrounding the making of 
effective suppression orders so as to prevent an apprehended con-
tempt of court at a time when internet technologies have become 
pervasive. Only days before Underbelly was scheduled to screen in 
February 2008, the prosecution in a related criminal matter applied 
for a suppression order. It was feared that, if the broadcast were 
not stopped, the fair trial of A on the charge of the murder of B 
would be prejudiced.5 Both A and B, as well as A’s involvement in B’s 
murder, were depicted in Underbelly. Channel Nine undertook not 
to broadcast Episode 12, the episode in which B was murdered. The 
primary judge, King J, rejected this as insufficient, given that B fea-
tured throughout the other episodes and was given somewhat sym-
pathetic treatment. Moreover, the depiction of B’s murder tended to 
corroborate the version of events given by one of A’s accomplices, X, 
who would be giving evidence for the Crown at A’s trial (at [4]-[7]). 
King J granted the suppression order sought by the Crown (at [12]-
[14]). Her Honour ordered that all thirteen episodes of Underbelly 
not be broadcast in Victoria and furthermore suppressed:

 in Victoria any publication on the Internet of the series together 
with any publication on the Internet of the part of the site 
that shows the history, the interrelationship of the individuals 
between each other, the cast of characters and their associa-
tions.6

The latter part of this order was directed particularly at the official 
Underbelly website, which at that time contained a feature, ‘Family 
Tree Site – Inside the Underbelly’.

Following media reports that a South Melbourne hotel was playing 
a recording of Underbelly, made interstate, for its patrons,7 the DPP 
applied for a variation of the order. King J recast the relevant order 
in the following terms:

 The transmission, publication, broadcasting or exhibiting of 
the production referred to as “Underbelly” be prohibited in the 
State of Victoria, until after the completion of the trial and ver-
dict in the matter of R v [A].8

On appeal, the Victorian Court of Appeal found that King J had the 
jurisdiction to make the orders she did and was entitled to exercise 
her discretion to make the orders.9 Their Honours accepted that the 
primary judge had implicitly found that the broadcast of Underbelly 
would constitute sub judice contempt. They did not accept that 
King J had failed to consider the public interest in the broadcast 
of Underbelly, being ‘information pertaining to the role of police 
in preventing and responding to organised crime’. Indeed, their 
Honours concluded that the public interest in the broadcast was 
limited (at [43]) because Underbelly was a docudrama, the primary 
purpose of which was entertainment (at [39]). Related to this, the 
Victorian Court of Appeal did not accept that the primary judge 
erred by balancing the commercial interests of the Nine Network in 
the broadcast of Underbelly against the public interest in the protec-
tion of the administration of criminal justice (at [43]). However, their 
Honours found that the terms of the orders made by King J were 
broader than were strictly necessary. In terms of the first order, as 
recast by King J, they held that it was only necessary to restrain 
the Nine Network from broadcasting Underbelly in Victoria (at [65]). 
Their Honours suggested that any person who broadcast Underbelly 
with knowledge of the order imposed upon the Nine Network might 
be held liable for contempt of court for deliberately frustrating a 
court order, notwithstanding the fact that he or she was not directly 

bound by the order. In terms of the second order, their Honours 
held that an order directed only to the ‘Family Tree website – Inside 
the Underbelly’ was all that was strictly necessary (at [69]-[70]). The 
presence of potentially prejudicial material elsewhere on the internet 
could be dealt with, at least in part, by appropriate directions from 
the trial judge (at [70]-[73]).

In late May, A (Evangelos Goussis) was convicted of killing B (Lewis 
Moran).10 This meant that the ban on publication in Victoria lapsed. 
However, the prosecutions in the Victorian courts arising from the 
‘gangland wars’ have not yet finished. For instance, as noted pre-
viously, Tony Mokbel has been extradited back to Australia from 
Greece to face charges of murder and drug trafficking. In addition, 
in early September 2008, X, an accused person in a pending criminal 
trial, applied to the Supreme Court of Victoria to restrain General 
Television Corporation Pty Ltd from broadcasting Underbelly in Vic-
toria until his trials had been completed. Vickery J permitted the 
Nine Network to broadcast the first five episodes,11 albeit in edited 
form, (at [14]) but found that the broadcast of Episode 6 would 
amount to a contempt of court (at [31]). Like the Victorian Court 
of Appeal in General Television Corporation v DPP,12 Vickery J noted 
that, although only General Television was directly bound by the 
order, any publication by a person with knowledge of the order 
could amount to a contempt of court (at [46]-[47]). It may be some 
time before an unexpurgated version of Underbelly may be screened 
in Victoria in its entirety.

The suppression of Underbelly in Victoria raises a number of impor-
tant issues relating to the protection of the administration of jus-
tice and the right of an accused person to a fair trial. The fact that 
Australia is a federation with eight different State and Territory 
criminal justice systems has long posed a problem for media outlets. 

This is particularly so given the existence of national newspapers 
and national radio and television networks. Media outlets have, for 
some time, needed to make arrangements to prevent publication 
or broadcast within a particular jurisdiction so as not to interfere 
with the administration of justice within that jurisdiction. Prominent 
criminal prosecutions, such as the Snowtown murders in South Aus-
tralia and the prosecution of Bradley John Murdoch for the murder 
of Peter Falconio in the Northern Territory, required national media 
outlets to take steps to ensure the conduct of those trials were not 
jeopardised. The Australian newspaper had to modify editions circu-
lating within each jurisdiction so as to comply with the suppression 
orders imposed and so as not to interfere with the administration of 
justice in each case. 

The difficulties presented to the administration of the criminal jus-
tice system in relation to a complex, interconnected set of crimi-
nal prosecutions arising out of underworld crime by the proposed 
broadcast of a dramatisation of the events at issue in the trials are 
also not new. The restraint of the Australian Broadcasting Corpora-
tion’s proposed screening of Blue Murder in New South Wales in 
1995 provides a close analogue to Underbelly. Blue Murder was a 
dramatisation of the Sydney underworld in the 1970s and 1980s, 
particularly focusing on the interaction between police officer, Roger 
Rogerson, and criminal, Arthur ‘Neddy’ Smith. Blue Murder was only 
able to be shown in New South Wales in 2001 following the decision 
by the Director of Public Prosecutions not to prosecute Smith for the 
murder of drug dealer, Lewton Shu, at Waterfall in January 1983.13 
Like Underbelly, Blue Murder was also a docudrama which, by virtue 
of its blending of factual and fictional elements, had the potential 
to interfere with pending criminal trials.14 However, people living in 
New South Wales who wanted to see Blue Murder were able to view 
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it in the intervening six years. As journalist Stephen Gibbs observed, 
by the time Blue Murder was broadcast in New South Wales in 2001, 
the series had been ‘already widely viewed on bootleg copies by 
police, lawyers, criminals and anyone else interested in such fare’.15 
The controversy surrounding Underbelly unsurprisingly raised the 
memory of Blue Murder. It prompted a late night re-screening of 
Blue Murder on the Nine Network and the promotion of Blue Mur-
der’s release on DVD. The Daily Telegraph even engaged Rogerson 
to review Underbelly.16

Whilst the challenges facing courts and the media are not new, their 
scale is novel. The crucial difference between the problems posed by 
Blue Murder in the late 1990s and those posed by Underbelly is the 
development of internet technologies. If people in New South Wales 
wanted to watch Blue Murder in 1995, they could have received a 
taped video copy from interstate family or friends or obtained one 
on the ‘black market’.17 This would have taken some time and effort. 
If people in Victoria wanted to watch Underbelly in 2008, they could 
use these conventional means (although DVD, not video cassette 
was the preferred medium for distribution) but they had the easier, 
more convenient option of downloading it from a file-sharing web-
site.18 Many of these file-sharing websites are not based in Australia. 
Two of the websites which experienced the most traffic, Mininova 
and Pirate Bay, are based in the Netherlands and Sweden respec-
tively.19 These websites also made it possible for Victorians to view 
Underbelly only minutes after it had finished screening in New South 
Wales.20 By mid-March 2008, Mininova hosted all thirteen episodes 
of Underbelly.21

The judgments in the litigation associated with Underbelly disclose 
differing attitudes towards the challenges posed by internet technol-
ogies to the established principles relating to the making of suppres-
sion orders and contempt of court. King J purported to ban publica-
tion on the internet in Victoria. In its terms, the order is inefficacious. 
It is not possible wholly to prohibit publication on the internet within 
one Australian jurisdiction. Websites hosted by servers in other parts 
of Australia or overseas are still accessible within Victoria, as other 
courts have acknowledged.

The difficulties relating to the restraint of publication on the internet 
are not new. For instance, an order in terms nearly identical to the 
one made by King J was sought in a defamation case in the Supreme 
Court of New South Wales, Macquarie Bank Ltd v Berg.22 In this 
case, Simpson J recognised that, in its terms, the order sought was 
ineffective because, once material was published on the internet, it 
was accessible by any person in any jurisdiction in the world, so long 
as he or she had ‘the appropriate facilities’ (at 44,792). Her Honour 
rejected a variation of the order limited to publication within New 
South Wales because, as her Honour noted, this limitation would 
be futile; there was no wholly effective means of excluding publi-
cation within a geographical area. The effect of making the order 
originally sought was characterised by Simpson J as purporting to 
‘restrain [the defendant] from publishing anywhere in the world via 
the medium of the internet’ (at 44,792). Her Honour observed that 
the purpose of granting an injunction in New South Wales was to 
ensure compliance with the laws of New South Wales and to pro-
tect the plaintiff’s rights under the laws of New South Wales (at 
44,792). However, the making of the order sought would have the 
effect of superimposing the defamation laws of New South Wales 
on other jurisdictions which might take a markedly different view of 
the balance between the protection of reputation and freedom of 
expression (at 44,792). Consequently, in Simpson J’s view, the mak-
ing of such an order would exceed the proper limits of the use of 
the injunctive power of the Supreme Court of New South Wales (at 
44,792). Crucial to Simpson J’s decision was ‘the nature of the inter-
net itself’ (at 44,792). Simpson J’s reasoning in Macquarie Bank Ltd v 
Berg is directly applicable to the order made by King J and provides a 
compelling argument against the making of an order in such terms.

The Victorian Court of Appeal took a different view of the chal-
lenges posed by internet technologies to the effective operation of 
suppression orders and the principles of contempt of court but one 
which was equally problematic. Whilst King J purported to restrain 
the ‘transmission, publication, broadcasting or exhibiting’ of Under-
belly by any person in Victoria, the Victorian Court of Appeal found 
that it was only necessary to prevent General Television from pub-
lishing Underbelly in Victoria. Their Honours expressed the view that 
other persons intentionally transmitting, publishing, broadcasting or 
exhibiting Underbelly in Victoria with knowledge of the order could 
nevertheless be held liable for contempt of court due to the deliber-
ate frustration of the suppression order. Vickery J made a similar 
observation in X v General Television Corporation Pty Ltd.23 However, 
the power of a State or Territory Supreme Court will not necessarily 
extend to conduct which occurs outside of that State or Territory. 
Just as the jurisdiction of a court in a given State or Territory to grant 
an injunction is for the purpose of ensuring compliance with the 
laws of that State or Territory and protecting a plaintiff’s rights within 
that State or Territory, so too the jurisdiction of a court to issue a 
suppression order or to punish for contempt of court is intended to 
protect the administration of justice within that State and Territory; 
and just as it would exceed the proper limits of a court’s power to 
grant an injunction to prohibit publication outside of that State or 
Territory, so too would it exceed the proper limits of a court’s power 
to punish for contempt of court committed outside of that State or 
Territory.

This has been recently confirmed by the decision of Mandie J in 

R v Nationwide News Pty Ltd.24 In this case, the Commonwealth 
Director of Public Prosecutions sought to have Nationwide News 
(the publisher of the Daily Telegraph newspaper) and Queensland 
Newspapers (the publisher of the Courier-Mail newspaper) punished 
for contempt of court in relation to breaches of non-publication 
orders made by the Magistrates’ Court of Victoria, pursuant to 
the Magistrates’ Court Act 1989 s 126, and the deliberate frustra-
tion of those orders (at [1]-[7]). The orders in question sought to 
protect the identity of a witness in a terrorism case. Significantly, 
the Commonwealth DPP did not rely upon the circulation of the 
newspapers within Victoria (at [8]). Mandie J noted the common 
law presumption that the criminal law proscribes conduct within the 
jurisdiction, with the consequence that the legislature is not taken 
to intend that criminal acts committed outside the jurisdiction are 
proscribed (at [63]). His Honour found that there was nothing in the 
relevant provision to displace the operation of this presumption (at 
[71]). The fact that the court was exercising federal jurisdiction did 
not alter his conclusion (at [74]). Consequently, the publications in 
New South Wales and Queensland did not constitute contempt of 
court in Victoria. The ability of a court in one jurisdiction to protect 
the administration of justice from being undermined by conduct in 
other jurisdictions is perhaps not as extensive as envisaged by the 
Victorian Court of Appeal in General Television v DPP and Vickery J 
in X v General Television. 

One significant issue which remains unaddressed by R v Nationwide 
News is what constitutes publication for the purposes of contempt of 
court. In R v Nationwide News, the publication relied upon was pub-
lication within New South Wales and Queensland, presumably the 
circulation of the newspapers themselves. However, both the Daily 
Telegraph and the Courier-Mail have an internet portal. Is publica-
tion for the purposes of contempt of court to be treated the same as 
publication for the purposes of defamation, with the consequence 
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that publication occurs wherever a person receives contemptuous 
matter in comprehensible form?25 If this is the case, the outcome of 
R v Nationwide News would likely have been different. Even though 
the websites of the Daily Telegraph and the Courier-Mail would have 
been directed towards their principal audiences in New South Wales 
and Queensland respectively, they would be accessible in Victoria 
and publication would occur in that jurisdiction. The conduct pro-
scribed would therefore occur within Victoria and thus be subject to 
punishment. Adopting such a position would expand the scope of 
liability for contempt of court and challenge prevailing views about 
the territorial application of this body of law. Alternatively, is internet 
publication to be treated in the same way as ‘hard copy’ publication? 
If so, what is the principled basis for treating publication differently 
for the purposes of defamation and contempt of court?

The global nature of the internet presents real challenges to courts 
and the media in ensuring that effective suppression orders are 
made and enforced, that contempts of court are restrained and that 
the administration of justice is not undermined. With a history dat-
ing back to the twelfth century, the principles of contempt of court 
were clearly developed at a time when the scope for interference 
with the administration of justice from outside the jurisdiction was 
minimal.26 Similarly, the common law principles relating to suppres-
sion orders and their statutory augmentation are territorially limited 
in their operation. Yet the global nature of internet technologies is 

not respectful of territorial boundaries. Media commentators have 
pointed to the difficulties presented to established legal principles 
surrounding the right to a fair trial by internet technologies but have 
not offered practical solutions, other than departing from the prin-
ciples of contempt of court as currently understood and applied.27 
Courts, legislatures and law reform bodies have not yet adequately 
engaged with this issue; although they have acknowledged the 
problem, they too have not proffered detailed, principled solutions.28 
The challenges presented by internet technologies to the administra-
tion of criminal justice in a globalised world are significant and are 
only likely to become more acute. 

Extradition, Human Rights and the Internationalisation 
of Law
If the facts and circumstances surrounding Underbelly highlight 
the way in which processes of globalisation affect the practical 
administration of criminal justice, they also demonstrate how these 
processes affect the legal framework within which criminal justice 
systems operate. In particular, the various legal proceedings associ-
ated with Tony Mokbel’s extradition from Greece to Australia sug-
gest that, by bringing different legal systems into contact with each 
other, globalisation can complicate the administration of justice 
within individual jurisdictions.

In general terms, the legal history of the Mokbel extradition raises 
two key questions concerning the relationship between different 
legal systems in a globalised world. Firstly, to what extent could the 
European Court of Human Rights interfere with Australian criminal 
proceedings, by preventing Mokbel’s extradition from Greece? And 
secondly, could the Australian courts find that Mokbel’s extradition 
from Greece was an abuse of process as it occurred before his appli-
cation to the European Court of Human Rights was heard? In other 
words, can the legal position in Greece (namely, Mokbel’s right to 
apply to the European Court, and Greece’s obligations to comply 
with decisions of that Court) affect Mokbel’s rights under Australian 
law? 

Could the European Court of Human Rights prevent Mokbel’s 
extradition from Greece?
Following the Greek authorities’ decision to extradite him to Aus-
tralia, Mokbel applied to the European Court of Human Rights for 
orders preventing the Greek authorities from returning him to Aus-
tralia. This was on the basis that returning him to Australia would 
violate his human rights, as guaranteed under the European Con-
vention for the Protection of Human Rights and Fundamental Free-
doms, to which Greece is a party. In particular, Mokbel argued that 
his right to life and his right to freedom from torture and inhuman 
treatment could not be adequately protected in Australia.29 There 
was also speculation that Mokbel would argue that he could not 
receive a fair trial in Australia, in part due to the publicity associated 
with Underbelly.30 

Mokbel was in fact extradited before his case was heard by the 
European Court. However, the case still raises interesting issues 
concerning the administration of criminal justice in the context of 
globalisation. In the first place, it highlights the way in which the 
Greek, European and Australian jurisdictions can simultaneously be 
engaged in relation to a particular criminal matter. More specifi-
cally, it demonstrates how these jurisdictions can potentially overlap, 
where human rights arising within a particular legal framework are 
claimed to have some form of extraterritorial effect. The particular 
issue here arises from the fact that Australia is not a party to the 
European Convention. Yet Mokbel’s application asks the European 
Court to find that his extradition would be wrongful on the basis 
that his Convention rights would be violated in Australia. In this way, 
Mokbel is effectively asking the Court to give some form of extrater-
ritorial effect to the rights enshrined in the Convention.

The question of whether the European Convention can be given 
extraterritorial effect in this way has been raised in a number of 
cases before the European Court. Perhaps the leading case on this 
point is Soering v UK,31 which concerned the question of whether 
the UK would be violating the Convention by extraditing a Ger-
man national to the US, where he faced the risk of inhuman and 
degrading treatment or punishment, contrary to Article 3 of the 
Convention. While the UK argued that it could not be found liable 
for breaches of the Convention which may occur outside its jurisdic-
tion, the Court found that:

 the decision by a Contracting State to extradite a fugitive may 
give rise to an issue under Article 3, and hence engage the 
responsibility of that State under the Convention, where sub-
stantial grounds have been shown for believing that the person 
concerned, if extradited, faces a real risk of being subjected to 
torture or to inhuman or degrading treatment or punishment 
in the requesting country (at [91]).

The Court did accept that it could not be the case that ‘a Con-
tracting State may not surrender an individual unless satisfied that 
the conditions awaiting him in the country of destination are in full 
accord with each of the safeguards of the Convention’ (at [86]). Not 
every violation of every right will require a state to refuse to extra-
dite. Nonetheless, the Court’s finding that there are circumstances 
in which states should refuse extradition on the basis that the fugi-
tive’s Convention rights would be violated in the requesting state is 
significant, in that it extends the territorial scope of the Convention 
beyond those states who are parties to it.
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A similar tendency to extend the territorial scope of the Conven-
tion can be observed in other contexts also. Issues have arisen, for 
example, in relation to state parties’ activities in foreign territories. 
Thus in its 2004 decision in Issa v Turkey32, the Court indicated that if 
Turkey exercised ‘effective control’ over areas in northern Iraq, then 
it would be liable for violations occurring in those areas, even though 
Iraq is outside the jurisdiction of the European Convention (at [69]). 
Similarly, in R(Al-Skeini) v Secretary of State for Defence,33 the House 
of Lords, following the European jurisprudence, found that the Con-
vention would apply in British-run military prisons in Iraq. 

Mokbel’s case is not, therefore, the first to raise issues of the extra-
territorial effect of the European Convention. However, it does serve 
as a useful vehicle for exploring the implications of these issues, 
which are likely to assume increased significance in the context of 
globalisation. Mokbel’s case, as we have seen, was based on the 
claim that Greece should not extradite him because his rights to life 
and freedom from torture, under Articles 2 and 3 of the Convention, 
would be violated in Australia. In the absence of further informa-
tion as to how Mokbel pleaded this case, it is difficult to assess its 
prospects of success. However, in light of the existing jurisprudence 
of the European Court, it would seem unlikely that Mokbel would 
be able to demonstrate, to the Court’s satisfaction, a ‘real risk’ that 
he would be deprived of these rights in Australia. More interesting, 
perhaps, is Mokbel’s potential argument that his right to a fair trial 
would be violated in Australia, in particular due to the publicity asso-
ciated with Underbelly. In making this argument, Mokbel could rely 
on the proposition, initially set out in Soering v UK and confirmed 
in subsequent cases,34 ‘that an issue might exceptionally be raised 
under Article 6 by an extradition decision in circumstances where the 
fugitive has suffered or risks suffering a flagrant denial of a fair trial 
in the requesting country’ (at [113]). Ultimately, however, it remains 
unlikely that Mokbel would be able to meet this test. The European 
jurisprudence indicates that this requirement of ‘a flagrant denial of 
a fair trial’ will be met only in the most extreme of circumstances, for 
example, where proceedings are conducted in the absence of both 
the accused and his or her defence lawyers.35 Further, the European 
jurisprudence on the impact of pre-trial publicity on the right to a fair 
trial is equivocal. While the European Court and related institutions 
have accepted that adverse pre-trial publicity can affect the fairness 
of a trial,36 there has been no decided case in which a state has been 
found to have violated the Convention on this basis.37

However, while Mokbel’s application may be unlikely to succeed, it 
usefully highlights a number of issues associated with the extrater-
ritorial application of the human rights standards in the European 
Convention. In the first place, it raises the prospect of a blurring of 
jurisdictional boundaries, with more than one legal system involved 
in the same set of proceedings. Both the Australian courts and the 
European Court are involved in the Mokbel proceedings, and Mok-
bel will argue before both that his extradition and trial in Australia 
infringes his human rights. This raises fundamental questions and 
concerns for the administration of justice in individual jurisdictions. 
Human rights laws and standards not applicable within Australia 
could potentially have deprived Australian courts of the opportunity 
to try Mokbel: Australian legal proceedings could have been pre-
vented or frustrated by a decision of the European Court preventing 
extradition. Of equal concern is the possibility of conflicting decisions 
as to whether Mokbel’s treatment would meet basic human rights 
standards. If the European and Australian courts reach different con-
clusions on human rights issues, such as whether Mokbel would 
receive a fair trial in Australia, this could undermine confidence in 

the ability of legal systems to respond to the challenges of globali-
sation. At the very least, it would complicate the legal framework 
within which the proceedings would play out.

A further complication arises from the fact that any decision by the 
European Court on the lawfulness of Mokbel’s extradition would 
depend, in part, on the European Court’s assessment of Australian 
law. In order to determine whether Mokbel would be deprived of 
certain human rights in Australia, the European Court is required to 
engage, to some extent, with the legal position in Australia, in order 
to assess the procedural and other safeguards afforded to Mokbel 

under Australian law. Although the relevant test only requires the 
Court to consider facts and circumstances known to the extraditing 
state (Greece), this inherently involves some inquiry into the way in 
which human rights are protected in the requesting state (Australia). 
Australian law, then, is examined in European proceedings, which 
apply European standards to conditions in Australia. This not only 
raises the possibility of the fragmentation of criminal proceedings 
across different jurisdictions, but also the possibility of inconsistent 
interpretation and application of the same law. There is no guaran-
tee that the European Court will interpret the legal and procedural 
requirements of Australian law in the same way as the Australian 
courts.

Finally, it is interesting to note that the European Court’s willingness 
to give the European Convention a form of extraterritorial effect 
appears to be based on assumptions as to the importance and ‘uni-
versality’ of human rights. Thus in the Soering case, the Court justi-
fied its decision in part on the basis that:

 In interpreting the Convention regard must be had to its special 
character as a treaty for the collective enforcement of human 
rights and fundamental freedoms … Thus, the object and pur-
pose of the Convention as an instrument for the protection of 
individual human beings require that its provisions be inter-
preted and applied so as to make its safeguards practical and 
effective (at [87]).

Similarly, in Mamatkulov and Askarov v Turkey,38 the Court con-
firmed the existence of an obligation not to extradite to a country 
where a fugitive would face a violation of Convention rights, noting 
that to do so ‘would hardly be compatible with the “common heri-
tage of political traditions, ideals, freedom and the rule of law” to 
which the Preamble [to the Convention] refers’ (at [68]). The implicit 
assumption here is that human rights are universal, part of the ‘com-
mon heritage’ of mankind, and therefore liable to be given a broad 
application, beyond the territorial boundaries of a particular juris-
diction. In this way, human rights standards increase the scope for 
multiple jurisdictions to be engaged in respect of a single set of legal 
proceedings. Significantly, this suggests that concerns regarding the 
extraterritorial exercise of jurisdiction, as identified above, are likely 
to increase as discourses of human rights become more dominant 
both globally and within individual jurisdictions.39

Could the Australian courts find that Mokbel’s extradition 
was an abuse of process?
Of course, Mokbel was extradited from Greece before his case could 
be heard by the European Court, and so he was denied the opportu-
nity to resist his extradition in that forum. Back in Australia, however, 
Mokbel’s lawyers relied on this turn of events to argue that his extra-
dition from Greece was an abuse of process, as it took place before 
his application to the European Court of Human Rights was heard. 
As a consequence, they argued, the relevant authorities should be 
restrained from prosecuting Mokbel.40 This argument, like Mokbel’s 
application to the European Court itself, suggests a blurring of juris-
dictional boundaries in this case. Effectively Mokbel is asking the 
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Australian courts to find that his rights under the European Conven-
tion (namely, his right to apply to the European Court) give rise to 
obligations on the part of the Australian government. Even though 
Australia is not a party to the European Convention, and therefore 
cannot be found to be in breach of any obligation under that treaty 
by extraditing him, Mokbel is arguing that the treaty nonetheless 
creates rights which must be recognised and protected by Australian 
courts under Australian law. Once again, then, we see the globalisa-
tion of the legal framework within which issues of criminal justice 
must be decided: the Australian court is required to consider not 
only issues arising under Australian law, but also under European 
law.

Ultimately, the Victorian Supreme Court rejected Mokbel’s applica-
tion to restrain the relevant authorities from prosecuting him. The 
Court found that the continuation of criminal proceedings against 
Mokbel would not constitute an abuse of process, notwithstanding 
the fact that he was extradited from Greece prior to determination 
of his application to the European Court. In reaching this conclusion, 
the Court noted that ‘Australia is not a party to, nor bound by, the 
European Convention’ and that there was, consequently, ‘nothing 
“shameful” or “unworthy” about the conduct of the Australian 
government’ such as to constitute an abuse of process (at [60]). 
Although not mentioned in the judgment, this conclusion seems 
consistent with other decisions, which suggest that extradition while 
an appeal is pending does not, in and of itself, constitute an abuse 
of process.41 

In spite of this conclusion, however, some of the Court’s comments 
seem to leave open the possibility that, in another case, the blur-
ring of jurisdictional boundaries for which Mokbel argued could take 
greater effect. It is clear that the issue of whether to stay or restrain 

proceedings on the basis of an alleged abuse of process is a matter 
of discretion, to be determined by balancing ‘the character of the 
conduct complained of by the accused on the one hand, and the 
public interest that accused persons, charged with serious criminal 
offences, be duly tried for those offences’.42 In confirming this prin-
ciple, the Court leaves open the possibility that, in an appropriate 
case, the legal position in the extraditing state may be relevant to 
that balancing exercise. Thus the Court notes that, when consider-
ing the lawfulness of actions by Australian authorities in relation to 
extradition, it is not only the laws of Australia, but also those of the 
extraditing state, which must be considered (at [52]). Further, there 
are suggestions in the judgment that Mokbel’s argument failed, in 
part, because he did not provide any evidence that his application 
to the European Court had merit, or prospects of success. Certainly, 
this point seems to have been put to the Court by the defence (at 
[20]) and not disputed by the Court in its judgment. Thus the Court 
notes that Mokbel relied ‘solely, on the bare fact’ (at [57]) that at the 
time at which he was extradited to Australia, he had made an appli-
cation to the European Court. While acknowledging that it ‘may not 
be appropriate to agitate, in this Court, the merits or otherwise of 
the plaintiff’s application to the European Court’(at [57]), the Court 
nonetheless seems to suggest that the nature of Mokbel’s case 
before the European Court, and perhaps its prospects of success, 
could be relevant to the exercise of the Court’s discretion. 

This again raises concerns about the role played by multiple juris-
dictions in criminal proceedings, and the way in which this can 
complicate the administration of justice in individual jurisdictions. 
Concerns about fragmentation of proceedings, overlap of jurisdic-
tion and inconsistency in application of the law might all arise in this 
context. In particular, to the extent that the nature of Mokbel’s case 
before the European Court might be relevant to the exercise of an 
Australian court’s discretion, for example, the Australian court would 
be required to consider European law, in order to form an opin-
ion as to that case. This scenario becomes further confused when 

we recall that, in reaching its decision, the European Court would 
take account of procedural safeguards available to Mokbel under 
Australian law. It is therefore possible, theoretically, that in deciding 
whether to exercise its discretion, an Australian court would need to 
consider how the European Court would interpret the legal situation 
in Australia.

Conclusion
The legal history of Underbelly – the banning of the docudrama 
in Victoria, and the real life legal adventures of Mokbel and oth-
ers depicted in the series – provides a useful vehicle for examining 
the challenges which globalisation creates for the administration of 
criminal justice. Throughout this article, we have used the Under-
belly story as a lens through which to examine the twin impacts of 
internet technologies and human rights on the conduct of criminal 
proceedings.

The legal ban on the broadcast of Underbelly in Victoria, and the dif-
ficulties associated with framing and potentially enforcing this sup-
pression order, highlight the impact which the ‘global’ medium of 
the internet has on local court proceedings. Since the internet allows 
for the simultaneous publication of material in multiple jurisdictions, 
it poses an inherent challenge to the ability of courts, whose jurisdic-
tion is limited territorially, to suppress the publication of prejudicial 
material. In this sense, it complicates and challenges the administra-
tion of justice in individual jurisdictions.

At the same time, the Mokbel extradition and the various legal pro-
ceedings associated with it demonstrate how the administration of 
justice can be complicated when multiple jurisdictions are engaged 
in respect of a particular matter. Of course, extradition scenarios 
inherently involve the interaction of different jurisdictions. However, 
the Mokbel story serves to highlight one particular factor which is 
likely to increase the incidence of cases involving the interaction 
of different legal frameworks, namely, the growing importance of 
human rights. The desire to protect human rights, whether through 
particular human rights instruments, or as part of the court’s inher-
ent jurisdiction to prevent abuses of process, is accompanied by a 
trend to give such rights as broad an application as possible. As 
a result, the human rights standards of multiple jurisdictions may 
become engaged in respect of the same matter.

While our discussion has focused on Underbelly, the impact of 
internet technologies and human rights on legal proceedings clearly 
extends beyond the scope of the facts discussed in this article. These 
globalising tendencies affect the conduct of criminal proceedings 
generally, and are only likely to become more significant over time. 
In this way, globalisation, and the challenges – and opportunities – 
which it creates, are likely to assume increased importance for the 
administration of criminal justice in the future.

Jacqueline Mowbray is a Lecturer and David Rolph a Senior 
Lecturer at the Faculty of Law, University of Sydney.
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Screenrights (initially known as the Audio-Visual Copyright Society) 
was established almost two decades ago to deal with what was then a 
new copyright challenge – the use of the video recorder in education. 
For the first time, teachers and academics could record programs to 
keep in the library as a resource and to use in education. The problem 
was a practical one. The law at the time required educators to obtain 
prior permission from each of the copyright owners, a task that was 
so difficult, teachers either didn’t copy off air, or did so illegally.

From Chalk and Talk to an Online World 
of Digital Resources
The January 2009 edition of the Communications Law Bulletin included an 
article by Alex Farrar on amendments made to the Copyright Act affecting 
the use of multimedia in classrooms. Further to that piece, Simon Lake 
discusses the activities of Screenrights and available statutory licences for 
educational copying and communication of broadcast materials.

After lobbying from educators and the film industry, the Copyright 
Act 1968 (Cth) (Copyright Act) was amended in 1990 to include 
Part VA, a statutory licence that allowed educational institutions to 
copy from television and radio, provided they agreed to pay equitable 
remuneration. Screenrights was declared the society to administer 
these provisions.

The rationale behind this licence was two-fold: to ensure access to the 
resources provided by television and radio, and to provide payment to 
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the people who make and invest in this work so that they will con-
tinue to produce programs for our students and teachers.

Since then, the film industry, the education sector, and the copyright 
landscape has changed dramatically. Video recorders are well and 
truly outmoded technology – they are large machines gathering dust 
in the corner. We have digital television, internet streaming, PVRs, 
retransmission of programs on pay television and mobile phones, elec-
tronic whiteboards and online resource centres providing television 
programs to our educators.

Despite the complexity of this landscape, Screenrights sees the copy-
right challenge as largely unchanged. How do we ensure access to 
copyright work while making sure that rightsholders are paid when 
their work is used? In most cases, this has involved working with both 
the creators and consumers of content for legislative change that 
achieves these aims in this new environment.

In the education sector, the change has been particularly dramatic. 
Teachers and academics are now using new content management 
systems such as Clickview for their audiovisual collections. Systems 
such as these let them store, access and play recorded material, and 
provide digital copies of programs to other schools with the same sys-
tem. They can show programs to students on electronic whiteboards, 
and they can also obtain podcasts and vodcasts of their favourite 
programs from the Internet. In some cases, they are no longer even 
recording programs themselves. They can go to innovative resources 
centres, such as RMIT Publishing’s Informit, that are making recordings 
of programs available online to academics across the country. 

The Part VA statutory licence has embraced these changes remark-
ably well. Amendments have allowed for the downloading of certain 
broadcast material, and for making copied programs available to staff 
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and students online. This has ensured that the licence continues to 
achieve its two key aims in this new environment: access to copyright 
users and payment to rightsholders. 

Screenrights has also recognised the importance of embracing new 
technologies to reach the people who are using our members’ work. 
We established EnhanceTV (www.enhancetv.com.au) to let educators 
know about what’s on television and how to use it. Members can 
subscribe to an online television guide alerting them to upcoming 
programs relevant to their nominated curriculum areas. They can also 
download study guides and, now that the site has become a licensed 
resource centre under Part VA of the Copyright Act, they can obtain 
copies of programs they forgot to record, or simply ask EnhanceTV 
to make recordings on their behalf. The service reaches more than 
12,000 subscribers on a weekly basis and has recently also become a 
site where filmmakers and educators can talk to each other, exchang-
ing information and resources to help them teach with television.

These changes have not only ensured ready access to copyright mate-
rial for teachers in a technological age, they are also providing a con-
tinued growth in copyright income for rightsholders. Last year, more 
than 45% of the programs copied were documentaries, with the 
income collected on behalf of these rightsholders helping to ensure 
that they continue to produce programs that educators want to use.

It’s a challenging environment but it’s an exciting one. There are not 
only more opportunities for audiences to enjoy the films and television 
our members produce, with effective copyright management, there is 
also a greater number of revenue streams for rightsholders. 

Simon Lake is the Chief Executive of Screenrights. More 
information about Screenrights is available at www.
screenrights.org.

Radio Frequency Identification and Data 
Protection: Privacy and Related Issues
Valerie Perumalla discusses RFID technology and how it fits with 
regulatory frameworks established by privacy and surveillance legislation.

Location based technologies such as Radio Frequency Identifica-
tion (RFID) are said to pose new threats to security and privacy.1 
Location-based technologies have the potential to enhance the 
functioning of a range of business operations but there is a growing 
concern amongst policy makers that certain uses of RFID increase 
privacy related risks. 

A 2006 report issued by the OECD’s Directorate for Science, Technol-
ogy and Industry has called for further discussion amongst policy 
makers on the future of RFID:

 The window of opportunity is now, for policy makers, indus-
try and consumers to understand and discuss forward-looking 
public policy issues associated with radio frequency identifica-
tion technology and applications, as well as to review existing 
and proposed associated legislation.2

Similarly, numerous academics have suggested that location tech-
nologies have far outstripped both public awareness and legal and 
policy attention.3 

There is no Australian legislation that directly addresses RFID technol-
ogy, but where ‘personal information’ is concerned the Privacy Act 
1988 (Cth) (Privacy Act) comes into effect regardless of the specific 
technology used for collecting that information. Certain uses of the 
technology may also be incidentally regulated. The Surveillance Devices 
Act 2007 (NSW) was developed primarily to regulate law enforcement 
agencies, but may restrict commercial uses of RFID where the technol-
ogy conforms to the definition of a ‘tracking device’. 

Definition of RFID
RFID is used in a wide range of applications and the impact on 
personal privacy and data protection varies depending on the 
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Whether RFID conforms to the 
definition of a ‘tracking device’ depends 

on how RFID is used and if it is used 
in compliance with spectrum licensing 

arrangements set by the ACMA.

specific system and its application. Inexpensive RFID tags used for 
basic object identification typically consist of a tiny electronic circuit 
attached to a small antenna that is capable of transmitting a unique 
serial number to a reader.4 More complex forms of RFID technology 
include contactless cards, used, for example, for access control, indi-
vidual identification (passports and electronic ID cards), digital keys 
(vehicles or motels), or payment.5 RFID may be considered as one of 
a group of automatic identification and data capturing technologies 
which also includes bar codes, biometrics, magnetic stripes, opti-
cal character recognition, smart cards, voice recognition and similar 
technologies.6 

The privacy risks of automatic identification and data capturing tech-
nologies are exacerbated when they are combined. For example, RFID 
may be combined with biometric technology to create an e-passport 
(RFID as part of a personal identification system or passport gener-
ally involves scanning and recording a biometrically unique feature 
of a person and encoding this data digitally on an RFID chip for later 
retrieval and analysis during an authentication process).7

Commercial applications of RFID 
RFID has been used for many years in transport, access control, event 
ticketing and management, more recently in government identity 
cards and passports and extensively in manufacturing supply chains 
and in logistics for goods distribution.8 The most significant use of 
RFID technology in Australia is in supply chain and inventory man-
agement. The more advanced or high-end RFID systems can be inter-
faced with sensor networks, which can actively capture and record 
information about their surroundings.9 Such information includes 
the temperature; the composition of the atmosphere; exposure to 
chemicals; and quantities and measurements of materials.10 This 
information can be used to aid business processes such as quality 
assurance in manufacturing, climate control in horticulture, and the 
management of storage conditions for hazardous materials.11

The Organisation for Economic Co-operation and Development 
(OECD) has identified eight fields of RFID application.12 The most 
prominent applications are in the tracking, assembling and manu-
facturing of products within the supply chain.

Asset utilisation

Mobile assets are tagged for their use along the supply chain. Typical 
examples are RFID tagged containers which are used at different 
production stages. Companies rely on RFID technology in order to 
locate these assets and to monitor which departments use the assets 
how many times. The aim is to optimise processes and attain a more 
efficient use of capacity.

Asset monitoring and maintenance

Mostly fixed and high value assets are tagged to store information, 
e.g. for maintenance purposes. Examples include tagged machines 
where the maintenance history and information on replaces parts 
are stored in the tag.

Item flow control in processes

For item flow control, RFID tags are attached to items which are 
moving along the supply chain. Often information going beyond 
a simple ID number is stored on the tag to control production pro-
cesses. This is, for example, the case in the automotive industry 
where production information is stored on the tag which can be 
attached to car bodies or smaller parts.

Inventory audit

A prominent application is the use of RFID for inventory audit. Exam-
ples include retailers, warehouses where pellets and sometimes cases 
are tagged to improve the speed and efficiency of stock taking.13

Australian legislation and RFID 
The Australian Law Reform Commission (ALRC) conducted an 
inquiry last year on the extent to which the Privacy Act and related 
legislation continue to provide adequate protection of privacy in 

Australia. The ALRC’s report, For Your Information: Australian Pri-
vacy Law and Practice, expressed concerns about RFID technology 
use, in particular, the ability of agencies, organizations or persons 
to track individuals as they walk in places (airports, train stations, 
stores), and monitor consumer behaviour in stores.14

The ALRC also indicated that the potential for an RFID setup to be 
accessed by unauthorised users has led to technological develop-
ments that aim to prevent the unwanted scanning of RFID tags, such 
as ‘blocker tags’ which impair readers by simulating the signals of 
many different RFID tags.15 The ALRC took the view that it is not 
practical to encourage individuals to purchase and carry ‘blocker 
tags’.16 

Surveillance Technology and RFID

Certain uses of RFID may amount to surveillance. Surveillance 
involves the monitoring of a person, place or object to obtain certain 
information or to alter or control the behaviour of the subject of the 
surveillance. 17

Surveillance technology has traditionally been used by law enforce-
ment agencies to prevent or investigate crime and by media organi-
sations pursuing news. The primary legislation regulating the use of 
surveillance devices in New South Wales is the Surveillance Devices 
Act 2007 (Cth) (Surveillance Devices Act).

Section 9 of the Surveillance Devices Act could affect RFID use. The 
section prohibits the installation, use and maintenance of tracking 
devices on a person, or an object that a person is in possession or 
in control of, without that person’s consent. The section would not 
prevent the use of RFID technology to track objects within a supply 
chain. However, once a tracked object is sold to a customer and that 
object or a person in possession of that object is capable of being 
tracked by an RFID reader without his or her consent, section 9 of 
the Surveillance Devices Act would appear to be contravened.

Whether RFID conforms to the definition of a ‘tracking device’ 
depends on how RFID is used and if it is used in compliance with 
spectrum licensing arrangements set by the Australian Communica-
tions and Media Authority (ACMA). As observed by the Department 
of Communications, Information Technology and the Arts:

 The spectrum licensing arrangements by ACMA for RFID equip-
ment specify the power at which equipment can be used, and 
as a consequence the read range. This effectively prevents the 
tracking of tags and the objects or people carrying them over 
wide areas.18

However, there are concerns that it is not possible to predict read 
ranges. A read range is the distance at which a reader device can 
effectively read information from an RFID tag. Depending on the 
power and technical specifications of the equipment being used, 
this can vary from a few centimetres or a few metres, to up to 100 
metres.19 The effective read range of an RFID system is dependent 
on many factors, notably:

•	 Transmitting	power	generated	by	the	reader.

•	 Environment	(indoor/outdoor).

•	 Susceptibility	to	noise	and	interference	from	other	radio	devices.20

As a result, read ranges have to be considered as approximate val-
ues.21
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technology in Australia

The Privacy Act

The Privacy Act sets out 10 National Privacy Principles (NPPs) which 
regulate how businesses collect, handle, store, use and disclose per-
sonal information. The ALRC has indicated that the handling of per-
sonal information obtained by the use of surveillance devices is gener-
ally regulated by the Privacy Act, when the use of the device involves 
the collection of personal information for inclusion in a record.22

‘Personal Information’ as defined by the Privacy Act means:

 information or an opinion (including information or an opinion 
forming part of a database), whether true or not, and whether 
recorded in a material form or not, about an individual whose 
identity is apparent, or can reasonably be ascertained, from the 
information or opinion.23 

The key question raised by this definition is whether or not the iden-
tity of a person can be reasonably ascertained from the information 
transmitted, used or stored by an RFID tag. The monitoring of con-
sumer behaviour itself, so long as a person cannot be identified from 
the information collected, is not affected by the Privacy Act. Further, 
the commercial applications of RFID discussed above are unlikely to 
involve the collection of personal information with the exception of 
e-passports. An RFID tag, in and of itself, is not sufficient to identify a 
person unless RFID technology is used to store and process personal 
data.

DCITA Guide to RFID 
In 2006, the Department of Communication, Information Technol-
ogy and the Arts issued a guide, Getting the Most Out of RFID, which 
was prepared in consultation with the RFID Association of Australia. 
The guide intended to give small to medium size enterprises practi-
cal advice on the benefits of RFID, and also outlined some of the 
issues that should be considered when adopting the technology. 
Relevantly, the paper called for small to medium-sized enterprises 
to put in place a privacy impact statement and noted a number of 
privacy principles suggested by Privacy Commissioners around the 
world in relation to RFID. These principles include:

•	 RFID	tags	should	only	be	linked	to	personal	information	or	used	
to profile customers if there is no other way of achieving the 
goal sought;

•	 Individuals	should	be	personally	informed	if	personal	informa-
tion is collected using RFID tags;

•	 Personal	information	collected	using	RFID	tags	should	only	be	
used for the specific purpose for which it is first collected, and 
destroyed after that purpose in achieved; and

•	 Individuals	 should	be	able	 to	disable	or	destroy	any	RFID	 tag	
that they have in their possession.24

Conclusion
While there is no specific privacy regulation of RFID systems by 
governments in Australia, there is general legislation applying to all 
forms of businesses including the commercial use of RFID. 25 Tradi-
tional data protection legislation should be extended to specifically 
address RFID technology in order to keep up with the growing use 
of RFID technology in Australia.

Valerie Perumalla is a student at UTS. This essay was highly 
commended in the 2009 CAMLA essay competition.
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